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Chapter 3.
The Information Laboratory
“So what I told you was true . . . . from a certain point of view.”
Obi-Wan Kenobi in Star Wars, Episode VI: Return of the Jedi (1983)

The emergence of the platform as the core organizational logic of the networked
information economy and the accompanying proliferation of infrastructures for data
harvesting and predictive profiling have profoundly reshaped both patterns of information
flow and capabilities for participation in social and commercial life. The changes upend
settled ways of understanding the nature and social function of media technologies—and
challenge conventional wisdom about the appropriate roles(s) for law in relation to media
and information.
For several hundred years, political philosophers and legal theorists have
conceptualized media technologies as “technologies of freedom,” arguing that access to
information and to the means of communication promotes reason, self-determination, and
democratic self-government.1 Some things about that equation have not changed;
certainly, access to information, self-determination, and democratic self-government are
inescapably interrelated. But aspects of the interrelationship have changed beyond
recognition. As communications theorist Mark Andrejevic explains, our most deeply
rooted instincts about the role of information in a democratic society “took shape during
an era of relative information scarcity,” and so many defining political battles “revolve[d]
around issues of scarcity and the restriction of access to information.”2 Today’s
networked digital information infrastructures have different and more complicated
affordances. In the contemporary era of infoglut—of “an unimaginably unmanageable
flow of mediated information . . . available to anyone with Internet access”—new
political and epistemological dilemmas flow instead from abundance and algorithmic
intermediation.3 The problem is not scarcity but rather the need for new ways of cutting
through the clutter, and the resiting of power within platforms, databases, and algorithms
means that meaning is easily manipulated.
As the volume of information available online has mushroomed, the quest for
data-intensive surplus extraction described in Chapter 2 has spurred development of a
fast-evolving collection of techniques designed to undercut the exercise of informed
reason by users of networked information services. Contemporary, platform-based
information infrastructures and ecosystems are being optimized to detect behavioral cues
and to appeal to motivation and emotion on a subconscious level. That gradual but
seemingly inexorable shift has begun to produce object lessons in the law of unintended
consequences. Widespread dispersal of personal data has engendered new patterns of
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reputational anxiety, manipulation, and insecurity. Algorithmically mediated processes
designed to create tight stimulus-response feedback loops have exposed and deepened
social divides on a variety of cultural and political issues, reinforced the power of
conspiracy theories and junk science, and amplified toxic currents of bigotry,
nationalism, and ideological extremism.
Debates about how law should respond to the emergence of massivelyintermediated media environments have generated more heat than light. Many
accomplished and well-meaning observers misread contemporary media ecologies,
applying time-tested syllogisms about media freedom, reasoned public discourse, and
rational self-determination to situations for which they are no longer well suited.
Meanwhile, powerful information-economy actors have mobilized new kinds of
arguments about freedom of expression to stave off protective regulation and deflect
accountability for both old and new kinds of harm. Those arguments give the traditional
First Amendment metaphor of a “marketplace of ideas” a modern and distinctly
neoliberalized inflection, positing a virtuous alignment between economic and expressive
liberty. They also introduce a powerful new metaphoric frame—that of the information
laboratory, a site of beneficial and constitutionally privileged innovation and
experimentation that functions as a depoliticized engine of truth production. Meanwhile,
a combination of expertly fanned anxiety about censorship and exquisitely calibrated
political gamesmanship about what constitutes noninterference with freedom of
expression works to foreclose discussion of viable (and speech-regarding) alternative
pathways. The result of those efforts is a growing constellation of de jure and de facto
legal immunities that predominantly bolsters private economic power, that magnifies the
vulnerability of ordinary citizens to manipulation, exploitation, and political
disempowerment, and that threatens profound collective harm.
The Emergent Limbic Media System
It is useful to begin by exploring patterns of information flow within the platformbased, massively intermediated information environment. As we saw in Chapter 2, the
construct of the biopolitical public domain and its accompanying logic of productive
appropriation have both catalyzed and justified large-scale sociotechnical shifts toward
datafication, data harvesting, and the construction of powerful new data refineries. But
Chapter 2 did not delve deeply into questions about the kinds of data that information
businesses collect or the mechanisms by which algorithmic intermediation operates on
the data to produce results. This section takes up those questions. Both to structure the
discussion and by way of provocation, I offer the following analogy: The operation of the
digital information environment has begun to mimic the operation of the collection of
brain structures that mid-twentieth-century neurologists christened the limbic system and
that play vital roles in a number of precognitive functions, including emotion, motivation,
and habit-formation.4
I do not mean to suggest that anything about the configuration or operation of the
digital information environment is natural or organically determined. I seek simply to
focus the reader’s attention on the mismatch between the “technologies of freedom”
frame that dominates legal discussions about media law and policy and the kinds of
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responses that platform-based, massively intermediated information infrastructures work
to produce. By design and as operated, the emergent limbic media system supplies the
information laboratory with responsive experimental subjects.
Rather than predominantly stimulating the development and exercise of conscious
and deliberate reason, today’s networked information flows are optimized to produce
what social psychologist Shoshana Zuboff calls instrumentarian power: They employ a
radical behaviorist approach to human psychology to mobilize and reinforce patterns of
motivation, cognition, and behavior that operate on automatic, near-instinctual levels and
that may be manipulated instrumentally.5 To similar effect, but focusing on the subjects
of datafication, legal philosopher Mireille Hildebrandt traces the emergence of a new
form of “data-driven agency” that is “mindless,” algorithmically mediated, and
constituted by “ubiquitous anticipation.”6 The result is an emergent form of collective
consciousness that is primed for precognitive activation and manipulation at scale. To an
extent, that reflects deliberate design, but experiments in data-driven, algorithmic
intermediation also have proved powerful in ways their designers likely did not intend or
expect. They portend far-reaching collateral effects on the emerging information society
and the subjects who inhabit it.
Prologue: Reputation as Capital and Stigma
An important forerunner of the emergence of data-driven agency was the gradual
reinvention of digital reputation as both an explicit locus of self-management and a
distributed mechanism for behavior modification. As twentieth-century sociologist
Erving Goffman documented, self-presentation is an enduring human concern.
Individuals have always devoted time to reputation work of one sort or another, building,
cementing, and sometimes undermining their standing in their communities.7 In the
networked information age, however, reputation has become increasingly quantified and
datafied, and reputational data and metrics are widely dispersed, flowing through
channels far removed from individual control. As those shifts have occurred, the
mechanisms for building and maintaining reputational capital and attempting to repair
reputational damage have changed almost beyond recognition.8
Today’s quantified, datafied reputation metrics trace their origins to two midtwentieth-century developments. The first, discussed in Chapter 2, was the emergence of
the consumer reporting industry. The types of socially mediated, inherently local
judgments about reputation that historically had guided credit and employment decisions
could not perform that function well in an increasingly urbanized, national economy, and
so practices of reputation assessment began to evolve to meet changing needs.9 The
earliest consumer reporting entities were simply clearinghouses for collection and
exchange of the sorts of information traditionally monitored by local lenders—salary,
repayment history, and so on. As the volume of information mushroomed and as
technological development produced new methods for storing and processing the
information, market actors began to experiment with more efficient ways of formulating
and expressing judgments about consumer creditworthiness and reliability. Those efforts
led ultimately to metrics for quantified credit scoring.10
Consumer reputation scoring was initially the province of a small, specialized
group of initiates, but that is no longer the case. To participate in reputation scoring
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markets, one needs both computing resources and access to flows of relevant information.
The revolution in processing power that began during the late twentieth century, and that
continues today with the development of cloud-based data processing services, has put
the necessary computing resources within general reach. And, as we saw in Chapter 2,
the emergence of networked information architectures and the reconfiguration of those
architectures to enable pervasive tracking and data harvesting have made flows of
personal data ubiquitous and easy to capture. The relevance of those flows to predictive
scoring is both an article of faith and the foundation of a multibillion-dollar industry.
Today, consumer reputation metrics include a wide range of correlations, inferences, and
predictions generated by data mining and analysis.11
Another historical precursor of contemporary quantified, datafied reputation
metrics was the ratings systems developed during the mid-twentieth century to demystify
markets in consumer goods and services. As mass-marketed goods and services
increasingly displaced more local options, and as those goods and services became
increasingly more complex and difficult for consumers to evaluate at the point of
purchase, ratings systems such as those developed by Consumer Reports and Good
Housekeeping emerged.12 Those systems, often consisting of simple, 5-point scales for
communicating the results of more complicated product testing, are the conceptual
antecedents of the customer satisfaction ratings that today are seemingly everywhere.
Like credit scoring, however, ratings production is no longer the sole province of trained
experts. Many contemporary ratings systems claim a different kind of epistemic
authority, located in the personal experiences of consuming subjects. Information
businesses—including both general-purpose platforms such as Google, Amazon, and
Yelp and specialized sites such as TripAdvisor and Zappos—compete with each other to
develop crowd-sourced ratings and present them to consumers as valuable sources of
information.
Within platform-based information environments, the ratings craze has spread
beyond businesses and products to individuals themselves. An early pioneer in this regard
was eBay, which developed the first widely publicized system for aggregating user
feedback on buyers and sellers. Contemporaneously, news and information sites such as
Slashdot began using feedback systems to help users make sense of the rapidly
proliferating participatory universe. Slashdot designed its interface both to push more
highly rated comments to the top and to identify those users whose postings tended to be
rated more highly.13 Both models spread rapidly to other platform-based commercial and
discussion fora, which developed variants suited to their own purposes. Sites as varied as
Twitter, Reddit, and Amazon all rely heavily on both crowd-sourced content and data
designed to enable participating users to evaluate the value of contributions by other
participating users. Meanwhile, computer scientists and legal academics have gravitated
to the idea of crowd-sourced, peer-produced ratings as a panacea for a wide variety of
social coordination problems ranging from driving to dating.14
Both the personal data used for consumer reputation scoring and publicly
available reputation metrics are increasingly widely dispersed, and that has made network
users vulnerable to new kinds of reputational harm. Crowd-sourced ratings systems and
similar participation metrics are expressly designed to enable reputation-at-a-distance and
to allow users to dispense with the need for repeat interaction before forming judgments.
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For exactly those reasons, though, such systems create new possibilities for abuse ranging
from self-interested gaming to targeted sabotage.15 The consequences of the latter can be
especially drastic for individuals and small businesses, which may lack both the resources
to counter sabotage campaigns and the reputational security to ignore them. The design
and operation of social networking platforms also magnifies reputational vulnerability.
Although in recent years social networking platforms such as Facebook have allowed
users to indicate their preferences about sharing certain items and about identification and
tagging in photos posted by others, it is impossible to prevent information posted to a
social network from spreading beyond its point of origin.
Neither the growing importance of datafied reputational constructs nor the new
vulnerabilities they generate have been lost on network users. Literatures from marketing
to self-help to media studies reflect the emergence of an acutely reputation-inflected
sensibility of self-presentation. Social media updates, for example, are less spontaneous
and more carefully curated to accentuate the positive and enviable. Younger, “born
digital” network users in particular have developed and internalized elaborate rules of
self-presentation.16 Many older users, meanwhile, cultivate techniques of online
reputation building that are highly instrumentalized, straightforwardly acknowledging
that their point is to craft reputation as a factor of production. In part, that approach
reflects the changing nature of production in the dematerialized, platform-based labor
markets described in Chapter 1. Self-promotion is an essential survival skill for freelance
information workers, and new data-based metrics of reputation—numbers of followers on
Twitter or Instagram, number of views on YouTube, and so on—matter for success. It
has become common to see self-proclaimed experts on self-management and selfpromotion tutoring their readers on the best ways of maximizing and refining their own
public exposure.17
The paradoxical combination of heightened reputational sensibility and
diminished control over reputational development creates and feeds a continual need for
reputational maintenance and repair.18 Predictably, maintenance and repair themselves
have become business models. One model, euphemistically titled “search engine
optimization” (SEO) has emerged to serve the needs of both individuals and businesses
seeking to burnish their public images and improve their visibility. Another, dedicated to
credit monitoring and credit repair, responds to the increasing prevalence of credit fraud
and identity theft by offering individuals the promise of protection for a small monthly
fee.19
Although the language of reputation management and self-management is the
language of individual choice, the new economies of reputation and reputation modeling
distribute reputational authority and vulnerability unevenly. Information about reputation
is plentiful, but decoding and effective intervention require specialized expertise. The
technologies of curation and repair that offer to return some measure of control also
change the nature of that control. Prior to the era of datafied, dispersed reputation,
repairing damaged commercial and social reputation demanded sustained relational and
communal engagement. The new processes of curation and repair substitute an
individualized, commodified vision of reputation management as a market-centered
activity pursued by individual neoliberal subjects.
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Surveillance as Play and Self-Betterment
Techniques for motivating enrollment and participation in the surveillance
economy also have contributed importantly to the emergence of data-driven,
instrumentarian power and the formation of data-driven agency. Within commercial
surveillance environments, the themes of play, games, and participation are increasingly
prominent. The forms of play and gaming are highly organized and strategic and revolve
around the idea of gamification, defined in business texts as the application of concepts
and techniques from games to drive consumer “engagement” that promotes business
objectives in other areas of activity.20 In gamified commercial surveillance environments,
personal data collected from subscribers—both at enrollment and on a continual basis
during the course of play—are used both to deliver rewards and to engage in various
forms of targeted marketing.
FourSquare, a social networking application used for sharing information about
one’s whereabouts, is generally credited with popularizing the idea of gamification as a
data collection technique. For the first four years of its existence, FourSquare offered
subscribers opportunities to compete for rewards, which took the form of badges that
might designate a subscriber “Mayor” of her favorite bar (for being a regular visitor) or
“Player Please” (for checking into the bar with three or more members of the opposite
sex). The success of that initial experiment inspired a broad and durable marketplace
shift. For example, discount fashion retailer H&M, in partnership with an online gaming
company, has used gamification to bring customers off the street and into its stores,
offering those who are playing the game items that can be scanned in the store to generate
discounts. Nike+, a personal fitness tool, uses gamification to help its users set fitness
goals, monitor their own progress, and track their progress relative to that of other users.
As these examples illustrate, the gamification of commercial surveillance has
roots in customer loyalty programs that are decades old, but gamification rewards
customer loyalty in ways that generate public, social recognition. The field of crowdsourced promotion has its cautionary tales. Facebook’s ill-fated Beacon service, which
automatically coopted its members’ social updates as promotion tools, sparked outrage
that led to high-profile class action litigation.21 Contrast, however, the experience of
gamified promotion ventures that are shopping-oriented first and foremost. Groupon, a
social shopping site, uses gamification—in the form of an anthropomorphic icon named
“Clicky” that entices users to pursue access to additional content and exclusive
discounts—to incentivize bargain-hunters to visit the site more frequently. Groupon’s
early success can be traced to its founders’ recognition that customers could absorb
producer surplus and reveal information about their resources, their patterns of
discretionary spending, and their social networks at the same time. After settling the
Beacon litigation, Facebook used its newly developed “Like” button to similar (but far
more wide-ranging) effect.22
The gamification of commercial surveillance environments also has roots in the
Quantified Self movement, which was founded in 2007 by a group of technology
evangelists seeking better living through data. The initial impetus behind the QS
movement was aggressively populist. QS entrepreneurs and communities offered
participants the opportunity to shift control of health, diet, and fitness away from
impersonal providers offering cookie-cutter recommendations and back toward
6
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individuals, and promised to keep participants’ data safe within walled gardens.23
Predictably, however, commercial providers of QS technologies and applications entered
the field, offering services like the Nike+ fitness tracker described previously. As they
have done so, the dialogue around QS has shifted, deemphasizing control over data and
emphasizing instead the need to provide and share data to gain tools for controlling other
aspects of one’s life, including health, diet, and fitness, but also work habits, sex life,
sleep patterns, and so on. Where the populist QS discourse was earnest and geeky,
commercial QS products speak to lifestyle concerns in the language of marketing.24
Gamified surveillance environments are not games, but they are like games. They
manifest both actions taken by the subject of gamified surveillance to perform the inworld rituals of gameplay—for example, to unlock benefits or “level up” membership—
and background machine actions that establish the environment for gameplay—for
example, the repetitive background displays of status updates from other users or ticker
updates offering a continual stream of discount opportunities. They also establish an
external frame of reference for the gameworld—for example, by establishing a process
for enrollment, defining tiers of membership and corresponding benefits, and imposing
“gamic death” upon logout.25 But there are also profound differences between games and
gamified surveillance environments. The gameworld purports to be the social world, or
some segment of it, but its focus is on targeting and nudging patterns of discretionary
spending and leisure mobility. Gamification techniques reconfigure their participants as
depoliticized subjects who achieve both self-expression and self-realization through the
purposive and playful exercise of consumptive freedom.26
Gamified surveillance environments therefore also constitute powerful
mechanisms for behavioral conditioning. The “token economies” characteristic of
gamified surveillance environments have been used as a form of behaviorist therapy for
psychiatric patients, preparing them for reintegration into society by giving them sets of
situation-specific rituals to perform.27 In commercial surveillance environments,
gamification takes on a similarly ameliorative gloss, inculcating repetitive behavior
patterns oriented toward self-betterment. As Jennifer Whitson describes it, “becoming the
victorious subject of gamification is a never-ending leveling-up process, guided by a
teleology of constant and continual improvement, driven by an unending stream of
positive feedback and virtual rewards, and fuelled by the notion that this process is
playful.”28
Like the sublimation of consent, discussed in Chapter 2, gamification is a
technique for supply chain management that works to keep the surveillance economy’s
data harvesting pipelines full and flowing. Its rapid spread reflects the same
financialization dynamics that Chapter 1 explored. FourSquare emerged as social
networking platforms were migrating into the economic mainstream and seeking sources
of financing in capital markets. Its use of rewards as incentives for participants was both
a strategy for achieving market penetration and a way of responding to potential
investors’ demands for a plausible revenue model. Foursquare is also a cautionary tale,
because its gamification strategy proved unable to hold subscriber interest over the longer
term, and in 2013 it announced that it was abandoning its badge system.29 Different and
more durable examples of gamification within social networking platforms are the
unending competition for followers, favorites, and retweets on Twitter and for followers
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and likes on Facebook and Instagram. While Foursquare’s badge system proved in the
end to be a passing fad, on Twitter, Facebook, and Instagram the rewards leverage a more
intrinsic motivation for recognition and influence.
Recall from Chapter 2, moreover, that the user interfaces that mediate access to
gamified surveillance environments also are designed with behavioral conditioning in
mind. Both the dominant platforms that sit atop data harvesting ecologies and lesser
designers of app-based services rely on insights gleaned from addiction research to
maximize users’ “time on device.”30 More time on device means more data, and more
data translate into a wider range of potential surplus extraction opportunities.
The Rise of Behavioral Microtargeting
The newest commercial surveillance techniques are designed to bypass individual
awareness altogether, detecting behavioral cues and using them to target precisely
calibrated flows of promotional, informational, and cultural content. From one
perspective, such activities are broadly consistent with marketing’s decades-long effort to
claim for itself the status of a behavioral science.31 From another, techniques for
behavioral microtargeting represent radical departures from the traditional marketing
canon. As Zuboff describes, today’s cutting-edge behavioral surveillance techniques trace
their origins to two sets of mid-twentieth-century research initiatives: one in experimental
social psychology that was predicated on absolute denial of the possibility of free will,
and another on the behavior of animal herds that emphasized behavioral “tuning” to
modulate group behavior in desired ways.32 As applied to human beings, such techniques
eschew persuasion in favor of direct behavioral conditioning, and they target not only
consumptive preferences but also cultural, political, and religious affiliations and even
basic frames for scientific, historical, and journalistic understanding.
From the perspective of purveyors of goods and services, behavioral
microtargeting responds to the dilemma of abundance that characterizes the
contemporary era of infoglut. Strategies for capturing market share using branding and
gamification have become both more powerful and more demonstrably incomplete. As
we saw in Chapter 1, branding has assumed ever-increasing economic and legal
importance in the informational economy. Modern branding is memetic and compelling,
exploiting compact, graphically intensive signifiers and catchy slogans and soundbites
carefully designed to take root in consumers’ subconscious minds.33 Platform-based
media environments enable brands to become even further detached from the goods and
services to which they notionally refer and to take on expressive lives of their own. The
modern corporation does not simply advertise its wares. It develops a “social media
presence” on platforms such as Facebook and Twitter, streaming updates to its followers
about developments that might implicate its market or enhance its brand cachet, and uses
social media to recruit certain types of consumers as brand evangelists. And, as we have
just seen, it uses gamification strategies in an attempt to capture and hold consumers’
attention.
Ultimately, however, brand-related strategies for consumer surplus extraction
confront inherent limitations. First, consumers are not simply passive recipients of brandrelated messaging. Some simply resist brand-related messaging, while others appropriate
and remix logos, jingles, and other promotional material to subvert such messaging in
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powerful and creative ways.34 The same platform-based media infrastructures that enable
businesses to reach consumers also enable consumers to assign new meanings to brands
and advertising copy and distribute their own messages widely. Second, even highly
effective brand-related messaging must contend with the condition of infoglut, which
makes even those messages that (some) consumers want to receive difficult to distinguish
from the millions of other pieces of information competing for their attention. As David
Murakami Wood and Kirstie Ball have explained, even the more certain access to
consumer preferences that databases combining demographic information with
information about buying behavior appeared to promise is in important respects a mirage;
like other techniques of governance, the constructed “brandscapes” informed by such
databases remain “messy, contingent, and subject to failure.”35
Techniques for behavioral surveillance and microtargeting promise solutions to
these problems. Chapter 2 traced the emergence of the sensing net as a distributed
assemblage for harvesting vast quantities of behavioral data for industrial-scale
refinement, analysis, and deployment. From a behaviorist standpoint, unmediated
behavioral data—data that are not self-reported or otherwise subject to conscious
manipulation by data subjects—are the holy grail, promising previously unequaled
accuracy in predictive forecasting and commensurate levels of profit. That logic dictates
continuous experimentation with methods for sensing, measuring, and modeling
consumer interests, affinities, and aversions.
Like gamification, behavioral microtargeting is not the exclusive province of
platform firms and data brokers. As Joseph Turow has described, supermarkets in
particular have been pioneers in the use of techniques for tracking consumers’ progress
through physical stores and correlating patterns of movement and browsing with coupons
and personalized discount offers.36 The siren song of behavioral microtargeting also has
attracted a wide and varied assortment of academic researchers focused on improving the
state of the art. Burgeoning literatures in marketing, psychology, and data science
describe new research programs designed to test the efficacy of existing microtargeting
techniques and develop new ones.37
Within platform-based, massively intermediated environments, however,
techniques for behavioral surveillance and microtargeting have opened vast new horizons
of opportunity, furthering the intertwined platform strategies of intermediation and
legibility that Chapter 1 described. Both dominant platform firms like Amazon,
Facebook, and Google and smaller, more specialized entities are continually
experimenting with techniques designed to detect and record the minutest of pauses on a
pageview or news item or the movements of a cursor hovering over a link, creating
detailed simulacra of attention patterns and inferred personality traits that can be folded
into existing systems for algorithmic intermediation.38 Other new microtargeting
initiatives deployed within platform-based environments attempt to detect users’ mental
and emotional states and personalize promotional messages accordingly. Facebook in
particular has acknowledged conducting various experiments involving use of linguistic
analysis to detect users’ emotional states.39
Meanwhile, providers of online content have pursued methods of competing for
attention and mindshare that harness both the insights of behavioral psychology and the
properties of network organization. The reigning method of content optimization for user
9
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engagement, pioneered by the founders of sites such as BuzzFeed and UpWorthy,
involves a technique colloquially known as clickbait—“a style of headline that explicitly
tease[s] readers, withholding just enough information to titillate them into reading
further.”40 According to behavioral psychologists, clickbait exploits a nearly universal
human dislike of being uninformed about something that everyone else already knows.
Users will engage with the content by clicking through the headline in order not to be left
out of the loop, and they will share what they find with their networks as a way of
signaling inclusion to others.41
Like so much else in the online environment, the emphasis on content
optimization for engagement reflects the importance of digital advertising revenues. Page
views and clicks generate revenues, and when users share an item with others in their
social networks, it may begin to spread virally, eliciting more page views and more
clicks. In the wake of platform-driven cycles of consolidation and retrenchment in the
print media industry, even long-established outlets for news and commentary now rely on
services such as Chartbeat, a platform for tracking clicks, likes, and retweets, to help
them refine their abilities to drive Web traffic. One result is that media outlets of all types
increasingly rush to cover the same topics, lean heavily on techniques for manufacturing
instant outrage, and frame their appeals for attention in the same breathless, you-won’tbelieve-what-happened-next tone.42
Platform-based providers of search, content aggregation, and social networking
services operate at the intersection of behavioral microtargeting and content optimization
for engagement. So, for example, Google’s search engine uses behavioral cues together
with its accumulated wealth of data about users to anticipate the type of content users
want to find and adjust both autocomplete recommendations and search results
accordingly.43 Its content aggregation platform YouTube uses similar information to
target video content; social networking providers such as Facebook and microblogging
platforms such as Twitter function as de facto aggregators for a wide range of content and
deliver feeds optimized to everything that is known or inferred about particular users’
opinions and beliefs. By design, all of those algorithms incorporate feedback effects, and
so their operation both reflects and continually reinforces the powerful economic
motivation to pursue viral spread. That is where the law of unintended consequences
kicks in. Within platform-based, massively-intermediated environments, the digital
unconscious becomes a device for manipulating and activating subjectivity at scale.
Platform-based intermediation alters collective behavior in ways that have begun to
produce large-scale societal effects.44
Amplifying Collective Unreason
Some of the most transformative effects of networked, platform-based media
infrastructures concern the ways that they alter and amplify the capabilities and behaviors
of groups. Networked, platform-based architectures enhance the ability to form groups
and share information among members, to harness the wisdom and creativity of crowds,
and to coalesce in passionate, powerful mobs. They also, however, magnify the dark side
of each of those forms of affiliation, collective meaning-making, and collective action. In
particular, the spread of behavioral surveillance techniques into the domains of search
and content distribution has produced powerful affordances for volatility, polarization,
and public unreason.
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Platform-based digital infrastructures’ affordances for collective meaning-making
are widely recognized. Just as networked digital platforms have lowered the costs of
identifying and connecting with commercial counterparties, so they also have lowered the
costs of forming affinity groups of all kinds. Platform users can more easily find and
connect with others who share their hobbies, their political affiliations, their identity
perspectives, their affiliations with real-world communities (such as neighborhood or
parent-teacher associations), and so on. Like their counterparts in real space, online
affinity groups provide friendship, intellectual and emotional affirmation, and shared
organizational capacity. Unlike their real space counterparts, online affinity groups can
extend over great distances and also can bridge other kinds of divides, connecting many
who otherwise would not have met. The internet era has witnessed the emergence of a
vast, diverse, and eclectic range of peer-based cultural production, ranging from open
source software developed according to the maxim “given enough eyeballs, all bugs are
shallow” to wikis and fanworks reflecting multiple contributions.45 Search engines and
crowd sourcing sites exploit the “wisdom of crowds,” basing judgments about relevance
and importance on the searching, linking, and upvoting behavior of millions of users.46
Platform-based digital infrastructures also both facilitate collective action and
enable new forms of collective action. The landscape of networked collective action
encompasses everything from spontaneous flash mobs to social action campaigns
coordinated via Facebook pages, Twitter hashtags, and reddits to digital infrastructures
for facilitating both traditional charitable giving and new types of “pay-it-forward”
generosity. Networked information and communication technologies also have enabled
rapid organization of mass protests, such as those mobilized by the Occupy Wall Street
and Black Lives Matter movements and by pro-democracy activists during the political
uprisings of the Arab Spring.47
The dominant cultural narratives about these cultural and political effects of
platform-based interconnection have been celebratory, but other implications of the
platform-based digital environment’s affordances for collective meaning-making and
collective action are less rosy. Distributed communities of peers have created and
sustained thriving exchanges for malware and stolen personal information, as well as
robust and seemingly impermeable alternate realities rooted in misinformation, junk
science, and virulent forms of ideological extremism. Crowd-based judgments about the
relevance, credibility, and urgency of online information can create cascades that lend
sensationalized, false, and harmful online material extraordinary staying power, and those
cascades can engender behaviors that cause both private and social harms.48
Platform-based, massively intermediated environments both expose and intensify
political and ideological polarization around multiple, assertedly equivalent truths.
Cultural and ideological polarization themselves are not new phenomena; in fact, social
scientists who study political polarization have found that the percentages of Americans
holding sharply opposing views on major political and cultural issues have remained
fairly constant over the decades. What has changed is that percentages of respondents
reporting strongly negative feelings about those with opposing views have skyrocketed.49
That result stands in jarring contradiction to the utopianism of the early internet pioneers,
who assumed that expanded access to information online would usher in a new era of
cosmopolitanism and enlightened tolerance. Platform-based intermediation promotes
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cosmopolitanism only to those users already inclined in that direction; to other users, it
promotes other values.
A wealth of social science research shows that more homogenous groups—
whether online or off—more readily become polarized in both their beliefs and their
perceptions of reality. Algorithmic mediation of information flows intended to target
controversial material to receptive audiences intensifies in-group effects, reinforcing
existing biases, inculcating resistance to facts that contradict preferred narratives, and
encouraging demonization and abuse of those who hold opposite beliefs and political
goals. People do encounter other perspectives online, but exposure to opposing views is
more likely to trigger automatic, instinctual rejection and anger than it is to promote
reasoned engagement.50 And platform affordances for volatility, engagement around
sensationalized content, and ideological polarization have fueled the emergence of a vast
alternative media ecosystem organized around conspiracist theorizing and hyperpartisan
political outrage.51
Relatedly, platform-based information feeds flatten communicative hierarchies in
a way that underscores the relative unimportance of claims to objective and/or empirical
authority. A Facebook or Twitter feed, for example, presents the reader with a continuous
stream of content within which all sources appear to be equivalent. That diminishes the
privileged position once held by the three major broadcast networks and by national
newspapers of record and invites both relativization and rejection of the possibility of
objectivity; “all so-called experts are biased, any account partial, all conclusions the
result of an arbitrary and premature closure of the debate.”52 Relativization fortifies
alternate realities such as climate change denialism and anti-vaccination narratives and
the echo chambers that support them. Relativization and infoglut also generate new types
of power asymmetries that revolve around differential access to data and to the ability to
capture, store, and process it on a massive scale. Under such conditions, techniques of
critique and deconstruction increasingly become tools of powerful interests seeking to
advance their own agendas.53
Platform affordances for cascade-based diffusion, polarization, and relativization
are easily manipulated and weaponized. As is now widely known, in the months
preceding the 2016 U.S. presidential election, web sites peddling “fake news” stories—
such as allegations that Democratic candidate Hillary Clinton and her campaign manager,
John Podesta, were running a child pornography ring out of the basement of a
Washington, D.C., pizza restaurant—earned their distributors millions of dollars in
advertising revenues. According to their own statements, some distributors had no
particular political axe to grind, but instead were simply circulating content carefully
designed to earn the clicks, views, shares, and retweets that generate advertising revenue.
Other stories were sponsored by hostile state actors, and still others were sponsored by
wealthy and highly motivated domestic interests seeking to reinforce and widen existing
partisan divides. As they had hoped, groups predisposed to believe the worst of Clinton
and her team shared, up-voted, and retweeted the stories.54 Experts in election law and
digital voting, watching carefully for signs of fraudulent tampering with digital voting
machines, were unprepared for new kinds of digital disinformation and misinformation
that took aim directly at voters’ minds. Arguably, however, no-one should have been
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surprised; the weeks leading up to both the earlier “Brexit” vote in the United Kingdom
and the 2014 Russian incursions into Ukraine had followed similar patterns.55
Platform affordances also have fueled upsurges in ethnic nationalism, ideological
extremism, identity-based harassment, and mob aggression. Affordances for networked
collective action enable the rapid, ad hoc formation of angry, vengeful mobs, eager to
shame real or apparent transgressors. Pioneering work by Danielle Citron in law and by
Whitney Phillips in media studies explores the ways that networked, massively
intermediated spaces reinforce and magnify the power of crowds to target selected
individuals and groups. Women and members of racial, religious, and sexual minorities
are especially frequent targets of crowd-sourced hate and intimidation.56 More generally,
investigations by multiple teams of researchers have explored the ways that platformbased, massively intermediated environments amplify bigotry and hate, intensify
narratives about threats to national, racial, and religious purity, and propel coded memes
into the limelight.57 As a result of its increasing ubiquity and its algorithmically-mediated
normalization, nativist and white supremacist hate-mongering bleeds inexorably into
political discourse and public life. The pro-Brexit vote was influenced in part by
narratives about the cultural and economic consequences of uncontrolled migration, and
similar themes continue to shape elections and political debates across Europe and the
United States. Activists affiliated with extremist movements have adopted cutting-edge
content targeting techniques and sophisticated and ironic modes of outreach, and those
efforts have gradually but inexorably shifted the tenor of public discourse, gaining in
strength as outraged responses generate new information cascades and bringing bigotry
and xenophobia into the mainstream.58
The increasingly unreasoning and often vicious character of interaction in online,
platform-based digital environments complicates accounts of the democratizing potential
of information networks. Networked, platform-based information and communication
technologies are crowd-enhancers; they boost the amplitude of collective actions and
counter-actions. Undeniably, such technologies have important affordances for bottom-up
organizing, collective creativity, and crowd-sourced, democratic action. Collective
meaning-making and collective action, however, can be directed toward a variety of ends.
The particular configurations that networked information technologies have assumed
within the political economy of informational capitalism also make them sites of
extraordinary divisiveness and manipulability, creating new risks to the human project of
democratic, inclusive, sustainable coexistence. Accounts of the promise or peril of
networked communication and production have tended to downplay one or the other face
of networked communication and collective action, but—at least for the present—the two
are inextricably linked.
Can’t Touch This: The Unbearable Lightness of Intermediation
As the platform-based, massively-intermediated information environment has
evolved toward ever-greater efficiency as a tool for behavioral and cognitive
conditioning, powerful information-economy actors have worked to craft narratives that
make unaccountability for certain types of information harms seem logical, inevitable,
and right. One important narrative mobilizes the idea of innovation to clothe commercial
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information processing operations in a presumption of virtue. The discourse of
information processing as innovation signals an important shift in the political economy
of surveillance: the emergence of a surveillance-innovation complex within which
advances in information processing are privileged for their own sake and regulatory
oversight is systematically marginalized.
Two other important narratives mobilize the idea of freedom of expression to
imbue information processing and data-driven, algorithmic intermediation with
constitutional privilege. During the closing decades of the twentieth century, businesses
of all sorts began to appropriate and repurpose the strand of the U.S. first amendment
tradition that characterizes the public sphere as a marketplace of ideas to support robust
anti-regulatory narratives that encompass a wide range of information-related activities.
Information businesses have continued and expanded upon those efforts, and they also
have begun to develop a new metaphoric frame that positions the networked information
and communications environment as a depoliticized, self-regulating apparatus for truth
production—an information laboratory that is, and should be, untouchable by protective
regulation. Those efforts have proceeded in almost willful disregard of the fact that the
networked digital information environment is neither neutral nor self-regulating, and they
have catalyzed tectonic shifts in relations of accountability.
Within the Hohfeldian framework of entitlements and disentitlements with which
this Part is concerned, the developments chronicled here are most aptly characterized as
emergent legal immunities and correlative disabilities. Legal scholars exploring the
meaning of the immunity-disability dyad have tended to focus on questions about the
accountability of government actors.59 In the networked information economy, at least,
that approach is too hasty. Law entrenches informational immunity and correlative
disability not only when it constrains or empowers the state, but also when it alters the
legal relationships between private parties. We will see in this section that the intertwined
logics of innovative and expressive immunity underwrite broad regimes of de jure and de
facto insulation from accountability for internet intermediaries and other information
businesses. They also deeply infuse the ongoing dialogues among policymakers and
academics about the appropriate extent of accountability for information harms.
Innovation Jumps the Shark
Our story begins with a concerted effort by information businesses to recast
discourses about information processing and its potential benefits and harms as
discourses about innovation and the type of regulatory environment that it requires. In
government proceedings and in the popular press, the information processing industries
have worked to position innovation and protective regulation as intractably opposed. That
strategy has produced a discursive process that infuses “innovation” with a particular,
contingent meaning linked to economic liberty and the absence of government oversight.
Over the past decade or so, in proceedings convened by the Federal Trade
Commission, the Department of Commerce, and the White House, in the debates that
preceded the replacement of the European Data Protection Directive with the General
Data Protection Regulation, and in ongoing discussions about the prospects for new U.S.
legislation, members of the information processing industries—including platform firms,
data brokers, and others—have advanced a carefully crafted narrative organized around
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the themes of innovation and deregulation. Urging that “data-driven innovation can only
occur if laws encourage use and reuse of data,”60 they have argued that “industry selfregulation is flexible and can adapt to rapid changes in technology and consumer
expectations, whereas legislation and government regulation can stifle innovation.”61 The
rhetoric of freely flowing innovation as the lifeblood of the economy, and of regulation as
its enemy, has been taken up by the libertarian think tanks and technology blogs, whose
contributors work to offset what they view as alarmist narratives about the extent of
commercial surveillance.62 Meanwhile, commentators concerned to preserve the full
range of potential benefits from future information processing—whatever those may be—
worry that rights to withdraw one’s data from databases or curtail uses of one’s data, if
widely exercised, would compromise the utility of those databases as resources for
pattern identification.63
Implicit in rhetoric linking innovation with deregulation is a conception of
innovation as an autonomous and inevitably beneficial process that is the natural result of
human liberty. Importantly, that conception is relatively invulnerable to the standard
science studies critique of public debates about technology policy, for it does not depend
on deterministic assumptions about the inevitable, linear nature of scientific and technical
progress. In the early twenty-first century, the idea of technological development as
autonomous has been thoroughly debunked. Instead, both industry leaders and policy
makers speak the language of diffusion studies, which emphasizes all of the contingent
factors that can affect the market uptake of technological developments.64 The
understanding of diffusion studies that is current in business and regulatory circles,
however, is a specifically market-centered one, and it puts a different kind of autonomy
in play, which resides in the market itself. According to that understanding, invention
may be historically and technologically contingent, but innovation is not. Innovations rise
to the top of the pack as a result of the choices of self-interested actors, catalyzing a
continual and inherently depoliticized process of social and economic betterment. And if
innovation is autonomous, then what is produced is what should be produced. Regulators
can only get in the way, and when they do we are all worse off, so they should not
meddle.
Regulators, for their part, have responded to the rhetoric of autonomous, marketcentered innovation by embracing the concept of a balance between two opposing goods.
While rejecting the premise that regulation should simply defer to innovation in the
digital era, they have accepted the more general proposition that privacy and innovation
are in tension, and have turned back to conceptions of choice and consent as offering a
way out of the resulting dilemma. In a series of reports expressly framing the privacyinnovation relationship as one of conflict, they have argued that a predictable legal
framework for privacy protection is necessary to create user trust and foster the right
climate for market acceptance.65 U.S. regulators and diplomats have worked to soften the
European Commission’s regulatory stance on data protection, articulating justifications in
which the theme of innovation is uppermost.66
The view of innovation as both inevitable and riskless is all the more remarkable
because it is an anomaly. In the domains of environmental regulation and food and drug
regulation, regulatory regimes have long endorsed the precautionary principle, which
dictates caution in the face of as-yet-unknown and potentially significant risks.
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Importantly, rather than stifling “innovation,” the precautionary approach is widely
recognized as creating incentive effects of its own, encouraging research and
development in areas such as clean manufacturing and energy production, safe drug
delivery, and the like.67
We will return to the problem of how to conduct precautionary regulation of
information processing activities in Chapter 6; for now, I simply want to underscore that
the understanding of information and information processing as definitionally exempt
from precautionary regulation has persisted even as it has become increasingly difficult to
maintain. Information processing has jumped the shark, running far ahead of the
twentieth-century logic that animates our current, largely hands-off regulatory
philosophy. There is mounting evidence about a wide variety of systemic threats created
by digital infrastructures optimized for commercial surveillance: threats to the security of
data transmission protocols anddata reservoirs, predatory pricing and discrimination in
markets for financial services and consumer goods, large-scale manipulation of electoral
processes, and amplification of junk science, organized hate, and virulent nationalism,
and a more basic and pervasive corruption of public discourse.68 As we saw in Chapter 1,
the financial transactions that produced the economic bubble of the 2000’s and the
ensuing global financial collapse were triumphs of complex information processing.
Before and after the crash, both financial leaders seeking to avoid regulation and the
government officials charged with oversight responsibility invoked “innovation” to
justify regulatory restraint.69
The rhetoric of information processing as innovation has been particularly
powerful in the United States because it both derives from and mobilizes a distinctively
American ideology about the power and promise of technology. Scholars such as Vincent
Mosco and David Nye have documented the American inclination to believe that
technology will subdue unruly nature and usher in an age of transcendent reason. For
information industry thought leaders, faith in the “technological sublime” is a powerful
motivator, reinforcing virtuous narratives about automated, data-driven surveillance and,
for some, informing the confident expectation of a “singularity” waiting in our soon-tobe-realized future.70 For economists and business scholars, it justifies confidence in a
process that Austrian economist Joseph Schumpeter termed creative destruction: the
sudden emergence of new forms of economic activity that both displace existing
incumbents and disrupt the structure of existing markets.71 For both groups, the way
forward is clear: innovate first and clean up the mess (if any) later. (Or, put differently,
move fast and break things, and then consider damage control strategies.).
The equation of innovation with economic liberty is not solely an American
phenomenon, however. That framing of innovation has won adherents in some of the
world’s most important developing economies. As we saw in Chapter 2, India is
embroiled in a bitter struggle over the future of data harvesting facilitated by the Aadhaar
biometric identification system, and proponents of opening the “India Stack” to private
innovation have included both multinational corporations and Indian entrepreneurs.72 As
Chapters 7 and 8 will discuss, the global platform firms Tencent and Alibaba are leading
exponents of an emerging Chinese brand of informational capitalism characterized by
closer and more openly acknowledged public-private partnerships in surveillance and
control of information flow. For its part, the European technology sector has produced
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few firms that can rival their U.S.- and China-based counterparts, and some scholars and
policymakers on both sides of the Atlantic have concluded that the European data
protection regime is at least partly to blame.73
Scholars who study surveillance have worked to draw attention to a surveillanceindustrial complex in Western political economy: a symbiotic relationship between state
surveillance and private-sector producers of surveillance technologies.74 The
surveillance-industrial complex encompasses a set of essential production relations: for
surveillance technologies to be available, they must be produced, and for a market to
exist, the technologies must be lawful and sought-after. Politically, however, the idea of a
mutually beneficial relation between the state and producers of surveillance technologies
has always been problematic, underscoring the degree to which systematic, focused
observation of individual activities can threaten fundamental civil liberties. In the era of
the “war on terror,” support for government information gathering has become
widespread, but the view that supervision and transparency are essential to minimizing
surveillance abuses is also widely shared across the political spectrum.
The emerging surveillance-innovation complex represents a new, politically
opportunistic phase of the symbiosis between surveillance and political economy, one
that casts surveillance in an unambiguously progressive light and repositions it as a
modality of economic growth. The surveillance-innovation complex is far more than a
set of production relations. It is also a discursive formation that has as its purpose and
effect not simply to legitimate surveillance but more fundamentally to give it sex appeal.
Within the surveillance-industrial complex, surveillance is a necessary evil; within the
surveillance-innovation complex, it is a force for unalloyed good. The resulting model of
surveillance is light, politically nimble, and relatively impervious to regulatory constraint.
From Persuasion to Experimentation
A second strand of the ongoing legal and policy discussion about accountability
for information harms involves attempts to constitutionalize data harvesting and
processing activities. In recent decades a campaign has been underway to insulate all
forms of commercial information processing from regulatory oversight by invoking the
First Amendment’s protection for freedom of speech. It has mobilized two powerful
metaphoric frames: the familiar conception of the public sphere as a marketplace of
ideas—a site where the laws of supply and demand produce high-quality information—
and a newer conception of the platform-based, massively-intermediated public sphere as
an information laboratory—a site where beneficial experimentation yields new forms of
datafied and depoliticized truth.
Historically speaking, a striking aspect of the campaign to constitutionalize all
information-related regulation is the relative novelty—even for the U.S.—of the theory of
expressive liberty that it seeks to enshrine. As has been ably chronicled elsewhere,
corporate attainment of constitutional personhood did not follow inevitably from
constitutional text or history but rather was the fruit of a long and carefully strategized
legal and public relations campaign.75 Even so, for almost two centuries, the First
Amendment was considered largely irrelevant to regulation of speech advancing
commercial activities because such regulation was understood to be directed
fundamentally at commerce rather than at public discourse.
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In the late twentieth century, an anti-regulatory agenda refined in law review
articles and strategy sessions at libertarian and neoliberal think tanks began to produce a
steady stream of First Amendment challenges to regulatory activity.76 The initial cases
challenged regulations targeting various types of complex corporate and professional
messaging. They produced what became known as the commercial speech doctrine—a
type of intermediate constitutional scrutiny that attempted to strike a balance between
protecting speech interests and preserving room for the protective regulation necessary in
complex, increasingly informationalized markets.77 Meanwhile, the various internal
information processing activities that firms had begun to undertake—activities afforded
by new technologies for computing and data storage—were not on constitutional
litigators’ radar screens at all. Today, both parts of that equation have changed. The test
developed by the courts for evaluating the legitimacy of regulations targeting corporate
communications is under sustained assault for being too lenient, and information
processing is in the spotlight.
The contemporary First Amendment anti-regulatory agenda blends rigid doctrinal
logic and entrepreneurial, expansionist expressions of neoliberal governmentality
together in a potent cocktail. According to the most widely held definition, “commercial
speech” includes only direct-to-consumer communications—communications that
“propose a commercial transaction.” When other types of corporate information
processing activities were not considered speech at all, a narrow definition of commercial
speech simply would have excluded them from the First Amendment landscape. If those
other activities do count as speech, however, the fact that they are not “commercial
speech” bolsters arguments for stricter scrutiny of regulations that burden them. In
particular, regimes of economic regulation generally begin with scope limitations
identifying particular types of content and/or particular actors. Other strands of First
Amendment jurisprudence, however, label such distinctions as requiring compelling
justification and the narrowest possible tailoring, and that doctrinal structure has enabled
arguments for regulatory minimization to find easy points of entry.
The contemporary First Amendment anti-regulatory agenda also relies on a
particular, distinctively neoliberal reading of the marketplace-of-ideas metaphor. As
originally elaborated by judges and commentators conversant with liberal political
theory, the metaphor connoted an arena for deliberate, reasoned exchange, where the
ideas on offer could be evaluated on their merits. The neoliberal anti-regulatory reading is
more literal: the marketplace of ideas is an arena where the volume and quality of
information are—and should be—regulated only by the laws of supply and demand, and
where those making decisions about the quality of information function as separate,
individual nodes of rationality.78 So, for example, businesses challenging mandatory
disclosure and labeling requirements argue that the government is simply interposing its
own opinions about what information consumers ought to want before making
marketplace decisions, and businesses challenging regulations on other kinds of
information processing argue that the regulations distort the natural and normal operation
of the marketplace.
In a notable recent victory for both the campaign to constitutionalize information
processing and the neoliberal reading of the marketplace metaphor, a majority of the
Supreme Court ruled that a Vermont statute prohibiting pharmaceutical companies’ use
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of prescriber-identifying information for marketing purposes—a practice known as
“detailing”—must survive strict scrutiny because the restriction was both content- and
speaker-based.79 The state legislature had enacted the law because it feared that allowing
detailers to conduct data mining operations in the state’s prescription drug database and
use the information to market more costly proprietary drugs would drive up the cost of its
Medicaid prescription drug program. The majority, however, saw the state’s action as an
attempt to undermine the persuasive force of pharmaceutical marketers’ speech.80
Sorrell, however, also suggests the marketplace metaphor’s logical limits. The
detailing activities in Sorrell targeted physicians rather than their patients, so the issue
was not squarely joined, but data-driven targeting is different from persuasion along a
critical dimension that has to do with transparency and manipulation. As we saw in
Chapter 2, the operative principle behind predictive data processing is the preemptive
nudge rather than the reasoned comparison among alternatives, and its point is surplus
extraction, pure and simple. Its goal is to minimize the need to persuade by targeting
those potential customers most strongly predisposed to buy and crafting appeals based on
their habits and predilections. Constitutional challenges to mandatory labeling and
disclosure requirements similarly ignore that direct-to-consumer information is
pervasively manipulated. Today, even basic consumer products increasingly come with a
bewildering amount of information attached—consider, for example, nutrition-related
marketing claims and the conflicting recommendations that they engender. In markets for
information-related goods and services, and in online marketplaces for goods and
services of all sorts, consumer awareness is even easier to manipulate because the
purchase interaction can be designed in ways that lead consumers to overlook or
minimize crucial terms of the deal.81
Platform-based, massively-intermediated processes of search, content
aggregation, and social networking strain the marketplace metaphor past the breaking
point. As this chapter has explained, platform-based environments optimized for
behavioral surveillance and microtargeting operate—and are systematically designed to
operate—in ways that preclude even the most perceptive and reasonable consumer from
evaluating the goods, services, and information on offer. Advertisers use platforms’
services precisely to ensure that different users see different offers. Techniques for
behavioral microtargeting and content optimization attempt to bypass reason and
persuasion altogether—and, as we have also seen, those techniques produce other
harmful effects that manifest at scale. At minimum, information businesses are complicit
in fostering the information cascades that draw eyeballs and generate ad revenues—and
some have been silent partners in fostering the conspiracy theories, extremism, and
violence that they officially disclaim.82
Unfazed by mounting scrutiny on these issues, platform businesses have worked
to recast their pervasive manipulations of the information environment in the service of
profit extraction as scientific truth-discovery processes. Platform-based media
infrastructures, they argue, are laboratories in which providers of information services
experiment to see which types of information are most useful and most responsive to
consumers’ needs.83 So, for example, Google’s chief economist has explained that at any
given time Google and competing search engines are running millions of experiments on
their users, designed to determine how we respond to information so that search results
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can be optimized.84 A 2014 paper coauthored by a Facebook data scientist described
varying items in users’ newsfeeds and then using automated discourse analysis tools on
those users’ own subsequent posts to gauge the effects of the newsfeeds on their
emotional states. When critics decried Facebook’s failure to give users prior notice of the
experiment, Facebook’s defenders pointed out that marketing is inherently a science of
experimentation. In a stark demonstration of its own power to influence political
processes, Facebook also has acknowledged, and has seemed to expect public
approbation for, experimenting with ways of delivering “get out and vote” messages.85
The metaphoric frame of the information laboratory appropriates and repurposes
the neoliberalized, innovation-centered trope of the surveillance-innovation complex as a
constitutional trump. It solidifies the positioning of surveillance as an activity that is
virtuous, productive, and therefore rightly exempted from legal and social control. Within
the frame of the information laboratory, the fact that online information intermediaries
manipulate meaning in ways and for purposes that they do not disclose is of little
moment. Similarly, the recent troubling demonstrations that platform-based, massivelyintermediated media infrastructures have played pivotal roles in fostering and amplifying
deeply entrenched political polarization that extends all the way down to bedrock
narratives about reality and scientific fact becomes a matter best left to the experts in the
white lab coats to sort out.
In short, the information laboratory is a First Amendment metaphor optimized for
what platforms do. From Google’s description of its mission to “organize the world’s
information and make it universally accessible and useful” to Mark Zuckerberg’s
insistence that Facebook represents a space for people to build community and resolve
their differences, platform firms’ self-descriptions imagine a public sphere continually
structured and restructured for optimal utility by enlightened stewards.86 They position
the information laboratory as supplying the public sphere’s essential infrastructure. In
those formulations, the platform is the solution to all of the world’s information needs,
and if it is the solution, it cannot possibly be the problem.
The Most Important Law
Debates about whether and when platform providers and other information
intermediaries should be accountable to private plaintiffs for information-related harms
are pervasively structured by the logics of innovative and expressive immunity. In the
United States, efforts to insulate information intermediaries from liability bore early fruit
in section 230 of the Communications Decency Act (CDA), which was enacted as part of
the Telecommunications Act of 1996 and granted broad immunity to providers of
“interactive computer services” for their roles in distributing speech produced by others.
A broad coalition of information businesses and digital civil liberties advocates has
worked strenuously to defend that institutional settlement, mobilizing the interlocking
frames of the surveillance-innovation complex, the marketplace of ideas, and the
information laboratory and downplaying the extent to which intermediaries shape both
the content that users see and the contexts within which that content is offered.
After early court decisions in defamation cases against internet access providers
suggested a risk of significant liability for an emerging industry that promised to create
unprecedented opportunities for both expression and commercial development, early
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internet intermediaries and their supporters pushed Congress to establish clear rules
precluding liability for those merely furnishing conduits or platforms for speech by third
parties. Invoking the familiar idea of media technologies as technologies of freedom, they
prophesied that a broad grant of immunity would promote the spread of online commerce
and the flowering of public discourse. Sympathetic members of Congress obliged by
inserting into a comprehensive telecommunications reform bill language that not only
granted information intermediaries immunity for defamatory speech published by others
but also extended that immunity well beyond the bounds of existing defamation law to
encompass an open-ended group of information-related harms.87
The language and legislative history of the CDA showcase both the marketplace
and laboratory frames that now dominate debates about information and communications
policy—and illustrate their uneasy juxtaposition. The language of section 230—titled
“protection for private blocking and screening of offensive material”—expressed the
hope that internet access providers, acting as “Good Samaritans,” would develop and
make available to consumers tools for filtering out undesirable content. (As Chapter 4
will discuss, the new law also included an ill-fated attempt to establish broad liability for
those directly providing indecent content online.) At the same time, both in the legislative
history and in individual statements, members of Congress endorsed the marketplace
metaphor as a principal justification for section 230’s broad grant of immunity, stating
their belief that immunity for infrastructure providers would foster and preserve the
emerging network as a vibrant marketplace of ideas.88 That language framed stillemergent networked information architectures as neutral speech engines that would
simply reflect and transmit what people wanted to say. In other words, it implicitly
posited the internet as a neutral space lacking the sorts of specific affordances that might
themselves shape communicative practices and communicative content, even as the good
Samaritan language both invited manipulation and invested it with innovative virtue.
The impact of section 230 on the litigation landscape has been stark. Courts have
interpreted the statutory language as eliminating not only traditional publisher liability for
defamation but also distributor liability for intermediaries possessing knowledge of
falsity and ongoing harm. Today, defamation lawsuits against information platform
providers are routinely found to be preempted by the statute, as are many other kinds of
claims involving actionable falsity—for example, business tort claims alleging an
intermediary’s participation in false advertising or unfair competition. In addition,
because the statutory language sweeps well beyond defamation in ways that implicate
many other types of expressive conduct, it has supplied defenses in lawsuits alleging a
wide variety of other harms ranging from discrimination to market manipulation.89
Although some commentators have questioned whether Congress really intended to grant
such broad insulation to a business model whose shape was still unknown, others have
criticized the current regime because it does not yield dismissals quickly enough.90
Two features of the contemporary debate about intermediary immunity are
especially striking. One is the widespread refusal by judges, policymakers, and legal
scholars to pay careful attention to what platform-based online intermediaries do. Views
about the unassailable rightness of intermediary immunity have solidified even as time
and technological change have undermined the presumptions of truth production and
technological neutrality that section 230’s proponents emphasized. As we saw earlier in
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this chapter, today’s platform-based, massively intermediated information environment
has attributes that Congress in 1996 could not have imagined; it is continually
manipulated by techniques for detecting and predicting predilections, calibrating
commercial and affective appeal, and structuring information feeds accordingly.
Attempts to focus judicial attention on these issues are rapidly hijacked by injured
protestations of innocence and expressive virtue. As James Grimmelmann has
painstakingly demonstrated, search engines have become adept at insisting on their
neutrality for purposes of section 230 even while claiming that their search results are
their own constitutionally protected speech.91 For the most part, courts have uncritically
accepted both sets of arguments, concluding both that algorithmic intermediation doesn’t
make an intermediary a publisher of other people’s speech and that the same processes of
intermediation are speech-like in their own right. Digital civil liberties organizations,
meanwhile, have christened section 230 the internet era’s “most important law” and have
argued that altering the terms of the balance struck in 1996—near-complete immunity in
exchange for voluntary self-oversight—would spell disaster for both freedom of
expression and the internet economy. That proposition has commanded broad consensus
even among commentators otherwise inclined to be critical of platforms, the speech
environments they provide, and their approaches to self-governance.92
The second striking feature of the contemporary debate about intermediary
immunity concerns the widespread consensus about what intermediary companies are
not: they are not “media companies.”93 Intermediaries’ continued insistence on that
distinction may seem increasingly disingenuous, but it is carefully crafted to maintain a
strategic distance between the activities of content provision and data-driven, algorithmic
intermediation.
From one perspective, the attempted distinction between a content provider such
as Disney, HBO, Fox News, or the New York Times and a giant platform provider such as
Facebook or Google’s YouTube is powerfully anachronistic. Despite the Supreme
Court’s relatively recent pronouncement that “television networks and major
newspapers” are “the most important means of mass communications in modern times,”
internet platforms play an increasingly important and multifaceted role in structuring the
universe of information that people see.94 For some people, online services long ago
eclipsed television networks and major newspapers as information sources. Both the
continuing collapse of the print newspaper industry and the continuing dramatic increases
in mobile device ownership suggest that the proportion of the population that relies on
television and print newspapers for current events coverage will continue to decline.95
There is also a pervasive interplay between web-based content and mainstream media
content that attempts to distinguish between the two typically overlook. Many people
who rely on traditional news sources also rely on giant platform businesses to serve as
news aggregators. Traditional media cover topics that are trending online and use
techniques for maximizing user engagement once that coverage migrates back online, and
political interest groups seeking to influence mainstream media coverage of particular
topics exploit that dynamic for their own purposes.96
From another perspective, maintaining a bright-line distinction between content
providers and online intermediaries is essential to avoiding closer scrutiny of the ways
that data-driven, algorithmic intermediation shapes content. Within the U.S.
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constitutional tradition, media companies are paradigmatic speakers, and Supreme Court
decisions in cases challenging both media and election regulation have positioned
ownership of the means of communication as the ultimate touchstone of expressive
freedom.97 Consistent with that orientation, the dominant approach to media regulation
holds that technological distribution bottlenecks are the principal obstacles to market
entry by new media owners. As the concentrated broadcast markets of the middle
twentieth century gave way to more complex infrastructures for cable and satellite
distribution, that approach became a recipe for deregulation, and the deregulatory
consensus has endured even as consolidation in both local and nationwide media markets
has become increasingly pronounced.98 That might change, however, if public and
legislative attention were to focus on intermediated news feeds and the distributed
sociotechnical systems that enable giant platform firms to control and manipulate them.
As things stand, media law and policy in the United States have almost nothing to say
about the activities of online intermediaries, and platform firms would like to keep it that
way.
So read, the internal contradictions in intermediaries’ descriptions of what they
are and are not have a very particular purpose. They work to define a new category of
information-related activity that consists of non-content-based expression—that is
simultaneously in between users and content (and therefore not content) and useful to
users who want content (and therefore expressive). Because its purveyors are not
providing content, they are both definitionally exempt from legacy regimes of media
regulation and beneath the radar of enterprising regulators who might be seeking to
update those regimes. Because what they provide gives the torrent of online information a
more definite structure, it can be described as advancing the information laboratory’s
experimental mission, and it can be named in a way that comports with that mission—as
providing both utility and moderation.99 The language of moderation simultaneously
proclaims intermediaries’ virtue—signaling that they have become the good Samaritans
that Congress envisioned—and diverts attention from questions about why flows of
online information are immoderate to begin with. It therefore represents a significant
narrative triumph.
European legal regimes have demanded more from information businesses, but
those demands also have presented the opportunity for more intensive and opaque selfregulation of information flows in networked spaces. The evolution of the so-called
“right to be forgotten” for data subjects is illustrative. Led by Google, which lost a key
decision in the European Court of Justice on delinking of old, potentially damaging
information, information businesses bitterly criticized the initial articulations of the right
by European jurists and officials. Relying heavily on the frame of the information
laboratory as depoliticized truth engine, they characterized takedown requests as efforts
to subtract information from the historical record, making the remaining information less
authentic and complete. In the media, they also pursued a strategy of widely publicizing
the inevitable outrageous requests while barely acknowledging the many legitimate
ones.100 Reading the headlines, one would not understand that both the European Court of
Justice and the Commission had clearly articulated the need to consider public interests in
freedom of speech and access to information and had carefully distinguished between
linking and indexing by search engines and online archiving by originating sites.101 When
the dust settled, though, Google itself had put in place takedown procedures that
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performed the very same role it had claimed was both impossible and unwise.102 As
Chapter 4 will discuss in more detail, European debates about platforms’ roles in the
circulation of terrorist and hate speech have begun to follow a similar path.
Identity and Authentication in the Cloud
A final set of emergent informational immunities is de facto rather than de jure,
and is more broadly distributed. As an increasing amount of commercial and government
activity moves onto the network, providers of networked information services—including
information platform businesses but also financial institutions, healthcare providers,
retailers, and government agencies—have become custodians of valuable and sensitive
personal information. Nearly everyone, whether knowingly or not, is a user of networked
services, and poor security for confidential personal information magnifies users’
vulnerability to fraud and identity theft. Custodians of sensitive personal information
share a common need to protect against both malicious actors and accidental leaks—and
common interests in shifting the risks of losses onto consumers and each other. As they
have labored to minimize their exposure to direct regulatory oversight, they have
developed a common playbook that involves mobilizing the logic of innovative immunity
to justify private governance of data risk.
According to both marketers and policymakers, the future of paperless
transactions and networked, remotely controlled devices is rosy. Ad campaigns entice
consumers to do their banking by phone, to control their home security systems and
personal health records remotely, and to rely on networked medical devices to keep their
hearts pumping or their insulin at appropriate levels. They promise convenient and failsafe storage of personal documents and data in the cloud and offer cloud-based
computing services as cheap and powerful substitutes for local computing power. In the
very near future, we are told, driverless cars will ferry us to our destinations, leaving even
more time for productive intangible labor, while driverless trucks and drones will ensure
the just-in-time delivery of those physical goods that we still require.103
The sunny optimism of ads and policy discussions about the future of the
networked informational economy belies a seemingly continuous stream of major data
breaches and epidemic levels of fraud and identity theft. For any particular user,
vulnerability is a given, and eventual loss seems only a matter of time.104 Distributed
information architectures protect against localized data losses but at the same time create
new and unprecedented systemic and personal vulnerabilities. Large data reservoirs make
enticing targets, and widespread norms of promiscuous data harvesting and processing
undercut incentives to minimize collection and maximize security at the front end.
Information businesses do not dispute the large and growing threats to the security
of personal information; they just do not seem to think the law can or should provide
much help. Invoking the narrative of the surveillance-innovation complex, they stress the
“burdensome” nature of formal legal obligations, insisting that security should be left in
the domain of private best practices.105 A second and related strand in the campaign
against legal accountability invokes the concept of acceptable losses; tighter security
practices, they argue, would be “wasteful,” though the baseline for that determination is
left unspecified.106 A third strand invokes the language of fault and moral responsibility;
blameless information providers, we are told, should not be called to account for the
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criminal acts of third parties.107 Last, and in ironic tension with the marketplace-of-ideas
frame, business interests argue that disclosures about data breaches and system
vulnerabilities would be “confusing” to consumers.108
Among policymakers and academics, there has been a long-running debate over
whether the de facto standard of care for entities holding consumer or citizen personal
information can be raised simply by enacting so-called data breach notification laws
mandating disclosure of incidents. Proponents of the notification approach maintain that
disclosure will enable the market to penalize vendors with poor security practices.
Opponents object that that prediction lacks foundation in reality. Consumers’ abilities to
police the terms of online transactions are extremely limited. Data security in particular is
a highly complex dimension of transactions that people enter for other reasons, and
security levels are not subject to a la carte variation, so it’s hard to imagine that greater
disclosure would lead to greater consumer empowerment.109 Put differently, although
information businesses’ sudden upsurge of concern about consumer confusion is deeply
disingenuous, there is more than a grain of truth to it.
Whether data breach notification laws will “work,” however, does not really seem
to be the point of debates about whether to enact them. Instead, debates about the power
of information in an idealized marketplace of custodial services for personal data distract
lawmakers from questions about whether and how to impose more substantive security
obligations. Perhaps unsurprisingly, most of the laws that have been enacted are weak. Of
the 47 U.S. states that have enacted data breach notification laws, about one-third have
afforded consumers a private right of action, but the right of action covers only failure to
notify. (Additionally, as we will see in Chapter 5, consumer suits alleging privacy harms
face many other hurdles.) Provisions authorizing enforcement by state attorneys general
similarly focus narrowly on the problem of adequate notification; none defines
substantive security-related obligations that data custodians must meet.110 Congress so
far has not acted at all. In contrast, the European Union’s new General Data Protection
Regulation adopts both data breach notification requirements and substantive data
security obligations, although the content of the latter remains to be determined.111
In the United States, the Federal Trade Commission has stepped into the breach,
asserting authority to police data security practices as an offshoot of its more general
jurisdiction over unfair and deceptive acts and practices in commerce. The FTC’s
Consumer Protection Division has sought and won a series of high-profile consent
decrees establishing commitments to meet industry standard best practices. The National
Institute of Standards and Technology has endorsed a data security standard reflecting a
composite of industry best practices, and that standard now informs FTC enforcement
activity. We will consider those efforts more closely in Chapter 6. Some affected
industries, however, have resisted even that relatively relaxed level of oversight,
mounting court challenges asserting that the FTC lacks jurisdiction to oversee data
security at all.112
Financial institutions also have sought to hold retailers to higher standards, but the
baseline presumptions of private ordering and private governance of security standards
have powerfully shaped the discourse around the kinds of obligations that information
businesses reasonably can be expected to assume. New payment provider rules
incentivize brick-and-mortar retailers to adopt microchip-based credit card readers by
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shifting liability to merchants who do not use the technology. As Adam Levitin explains,
however, the various interests involved in existing and emerging payment systems
markets have principally sought to shape rules about risk allocation in ways that enhance
their own competitive position vis-à-vis one another.113 And financial institutions acting
as plaintiffs are poorly placed to vindicate the more significant harms flowing from
pervasive insecurity, which concern the loss of control over personal identifiers that are
difficult or impossible to change.
The result for consumers is utter powerlessness. Anyone who has ever received a
data breach notification and thought about the extent of his or her ability to respond
knows that there is very little to be done. The recommended strategy—to double down on
the personal information economy by handing over one’s personal financial information
to a credit monitoring service that will be happy to charge a monthly fee for monitoring
accounts and trolling online black markets—does not inspire confidence. Ultimately, the
business lobbies are right that debates about security standards are about acceptable
losses, but the losses have names and faces. The logics of innovative and expressive
immunity dictate a high baseline level of tolerance for human vulnerability in the interest
of unfettered commerce.
The Culture of Capture
The interlocking frames of the surveillance-innovation complex, the marketplace
of ideas, and the information laboratory express a distinctively neoliberal ideology within
which profit-motivated private enterprises are appropriate and morally virtuous
guarantors of social progress, expressive liberty, and robust debate about matters of
public importance. Over time, that ideology has produced a powerful anti-regulatory
force field that affords information businesses an extra layer of insulation against efforts
to create new forms of legal accountability. A helpful framework for understanding that
force field is the idea of “deep capture,” or capture on the level of ideology.114 The
intertwined frames of the information marketplace and the information laboratory have
attained the status of ground truths, and the mainstream of thought about optimal public
policy has come to reflect their unquestioned rightness.
Scholars who study the relationships between regulators and regulated entities
have recognized for some time that morality tales in which regulatory capture proceeds
via naked assertions of economic power are far too simple. Generally speaking,
regulators understand themselves as acting in the public interest and care about
underlying legal and policy narratives of right and obligation. Powerful actors also use
their resources to reshape those narratives, however, supplying a range of inputs that
include legal arguments, economic models, empirical studies, opinion polls testing public
responses to carefully crafted questions, and compelling rhetorical and metaphoric
devices for framing descriptions and arguments. Those inputs function as information
subsidies, supplying policymakers who have limited resources of their own with ready
access to a trove of facts, anecdotes, theories, and narrative frameworks from which to
draw.115 Information-economy actors are no different.
Platform-based information infrastructures have provided unprecedented
opportunities for advocacy groups to communicate their visions for a future
unencumbered by regulatory meddling directly and simultaneously to policymakers,
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journalists, and the public. The landscape is busy and complex, characterized by a dense
and interlocking network of ties between and among for-profit firms, wealthy individuals,
industry trade associations, and ostensibly nonprofit entities with grand- and objectivesounding names.116 A flood of research output, carefully burnished with a shiny patina of
objectivity but of varying quality, circulates continually via press releases and social
media, deluging regulators, commentators, and the public in a glut of messaging.
Innovation and the deregulatory climate ostensibly necessary to foster and sustain it are
popular topics, and claims about autonomous innovation, productive experimentation,
and virtuous moderation gain legitimacy in part through their incessant repetition.
Alarmist rhetoric about the downside risks of government intrusion into processes
better managed by the private sector also plays an important role in shaping regulatory
and public opinion. Consider again the disputes about the scope and wisdom of the
statutory immunity afforded by section 230. Another interesting feature of those debates
is the stridency of section 230’s defenders. Attempts to bring legislative and
technological creativity to bear on the increasingly incontrovertible evidence of platform
affordances for hate, unreason, harassment, and intimidation are routinely met with
carefully tended hysteria about censorship. Libertarian tech policy pundits have
trumpeted their alarm about purported attacks on “The Most Important Law about the
Internet,” painting proposals by thoughtful scholars and commentators as stalking horses
for censorship and authoritarian rule. Female proponents of legislation addressing such
issues as cyberstalking and revenge porn have come in for particularly scathing
ridicule.117
A different and more subtle example of the effects of framing on public discourse
about information policy is the rise and fall of the “information superhighway” metaphor
that dominated information policy discourse in the 1990s and early 2000s. Formerly
ubiquitous, the metaphor is now widely mocked as outdated and technically
unsophisticated.118 Yet it invited regulatory scrutiny and oversight in a way that the cloud
metaphor does not. To take just one example of a comparison that the superhighway
metaphor invites, we don’t define passive restraint obligations solely by reference to
industry-determined best practices in automotive design or by relying on financial
intermediaries to sue automakers for manufacturing and design defects. The cloud
metaphor, by contrast, actively resists regulatory oversight; the essence of clouds lies
precisely in their ability to evade our grasp.119 The move to the cloud asserts the primacy
of private ordering, and the results are far from ethereal. The vulnerabilities resulting
from inadequate security may be informational rather than physical, but they are both real
and pervasive.
As these examples suggest, deep capture strategies are concerned not only with
results in particular cases but also with crafting and reinforcing master narratives that
become deeply internalized, and they do not target only regulators but also cultural
influencers, public intellectuals, and academic thought leaders.120
Some deep capture strategies, however, have targeted the scholarly community
specifically. Google/Alphabet in particular has spent lavishly to fund academic centers
and research fellowships; other platform giants, most notably Microsoft, have built
affiliated research groups and recruited leading scholars in new media, information
studies, and technology studies to staff them.121 Data-mining company Palantir has
27

Chapter 3, Between Truth and Power, © 2019, Julie E. Cohen

constituted a blue-ribbon advisory board composed of prominent privacy scholars while
continuing to offer a core suite of products and services designed to give federal, state,
and local law enforcement the ability to conduct pervasive, collaborative, long-term
dataveillance of populations.122 More generally, scholars in a variety of fields, but
especially in law, public policy, and economics, have eagerly embraced both new
platform-based tools for reputation-building and new opportunities funded by technology
companies to mingle face-to-face with journalists, public intellectuals, government
officials, and prominent entrepreneurs.123
In the case of Google/Alphabet, a 2017 scandal involving the firing of the entire
competition group at a Google-funded policy think tank made especially clear that the
massive outlays in support of policy research do have a few strings attached.124
Allegations of influence-manufacturing levied by Google’s competitors, however, often
ring hollow. One recent loudly publicized effort to raise questions about Google’s
investments in scholarly production fell flat after it was revealed that funding for the
initiative had come from a company embroiled in litigation with Google and that the data
quality was poor and the allegations of bias unsubstantiated and scattershot.125 Google is
simply very good at a game that is much more widely played, and whose tacit rules and
conditions are well understood.
As channels for influencing public and policymaker opinion have proliferated and
the quest to become an influencer has intensified—and as the intermingling of academic
and corporate-funded information policy research has become more pervasive—the
boundaries of scholarship as a category have become correspondingly less clear. Policy
interventions in the domain of information policy exist on a continuum that encompasses
everything from scholarly books and articles to think-tank-funded books, position papers,
and amicus briefs to op-eds and opinion columns to blogs and tweets. Many pieces of
legal and economic scholarship in particular are versioned in all of these forms, making it
hard to tell where on the continuum and from what stance relative to the policy process
they originated.
For their part, scholars who have benefitted personally or institutionally from the
largesse of information-economy firms bristle at the suggestion that they might have been
co-opted as a result. Their research agendas and opinions, they insist, remain their own.
That answer is not wrong so much as it is incomplete. The power of cultural conditioning
is deep. Like the divine right of kings in the age of exploration, or like manifest destiny
during the westward settlement of the Americas, the logics of innovative and expressive
immunity are fast on the way to becoming constitutive ideologies of the economic age.
They are both inextricably intertwined with the reigning governmentality and
experienced by those invoking them as simply just so.
Law and the Construction of Information Power, Revisited
As patterns of immunity for informational harms have crystallized, they have
begun to reflect an increasingly stark imbalance. Information platforms and other
information businesses are largely unaccountable for practices of behavioral
microtargeting and content optimization that amplify collective unreason and for the
security vulnerabilities that distributed architectures for data harvesting, storage, and
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processing engender. Ordinary individuals, meanwhile, are left essentially unprotected
against a wide range of very real harms, and processes that have worked for centuries to
foster deliberative dialogue and democratic self-government are revealed to be newly
fragile and unthinkably vulnerable.
Defenders of free speech at any cost are right to note that throughout history,
moral panics about new communication technologies have produced calls for censorship
and control. As we are about to see in Chapter 4, that pattern continues today. But the
history of information and communication technologies—like that of other new
technologies—is not simply a history of moral panics, legal overcorrections, and heroic
libertarian struggles. New sociotechnical relations surrounding communication,
participation, and power have both challenged and reinforced economic and political
power, and those struggling to define the conditions of information exchange and control
have advanced a diverse variety of goals and interests. In the contemporary information
economy, the ongoing construction of constitutional, statutory, and de facto immunities
for information-processing activities principally benefits powerful economic interests in
their quest to construct a device for jacking directly into the volatile and fractious
collective id.
The communicative spaces produced by platform-based, massively intermediated
information infrastructures are not neutral spaces. They are spaces optimized for eliciting
automatic, instinctual reactions and for engendering, amplifying, and exploiting cascadebased diffusion, polarization, and relativization. Public discourse in a democratic society
is, and should be, contentious and unruly, but there is also a difference between bending
and breaking. Constitutional and policy precepts formulated under different
sociotechnical conditions do not automatically port to the conditions that now exist; they
must be translated. Conceptual frameworks that begin by defining the problems away do
not simply disable courts and policymakers from crafting appropriate forms of regulatory
oversight. They make the possibility of finding a different way forward difficult even to
imagine.
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