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Chapter 7 

Networks, Standards, and Transnational Governance Institutions 
 
“The Net interprets censorship as damage and routes around it.” 
 -- John Gilmore, Interview, Time Magazine 
 

The story of law’s reoptimization to the demands of the informational economy is 
not just about the reconfiguration of old, familiar legal institutions but also about the 
emergence and configuration of new ones. Over the last half century, institutions for 
transnational governance have multiplied. The landscape of world trade agreements and 
enforcement processes has grown increasingly complex. New structures for transnational 
regulation of economic activity have emerged that seem to operate according to their own 
rules in ways influenced by states but not controlled by them. Other new institutions, 
created to govern the internet and its constituent protocols and processes, do not operate 
based on state representation at all.  

Each set of transnational processes has met perceived needs arising from the 
ongoing transformation of the global political economy, and each set of processes also 
has accelerated that transformation. Their successes and failures and half-completed 
projects reflect themes that will have become familiar to readers of this book:  the 
importance of global flows of resources and corresponding logics of extractive privilege; 
the increasingly insistent assertion of logics of interdiction directed at particular, 
assertedly dangerous flows and the countervailing, equally insistent assertion of logics of 
platform immunity; the emergence of highly informationalized, managerial techniques 
and strategies for coordinating global flows; and contestation over the design of 
institutions for rendering such flows accountable.  

This chapter juxtaposes the various governance processes and treats them 
explicitly as iterations of a new—or, more precisely, emergent—networked legal-
institutional form. Although the new institutions differ from each other in many ways, 
they share a common structure: they are organized as networks constituted around legally 
or practically mandated standards. And the role of standards within those arrangements is 
both vitally important and especially easy for legal scholars accustomed to other types of 
governance texts to overlook. 

Each of the scholarly literatures that has grown up around the various institutions 
described in this chapter has grasped some essential aspects of the network-and-standard 
dynamic but not others. Legal scholars who study world trade and transnational business 
regulation have conducted long-running and vigorous debates about the legitimacy and 
accountability of networked governance processes, and they also have explored the 
political issues that inevitably complicate the work of transnational standards bodies. 
Even so, they have paid less attention to the distinctive ways that standards bind such 
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networks together, and so the two conversations do not fully join up.1 In part that may be 
because legal theory traditionally has drawn a distinction between rules and standards 
that drives in the opposite direction. Within that scholarly tradition, “rules” are granular 
and demand precise compliance, while “standards” are more flexible and are fleshed out 
via norms and interpretative conventions.2  The standards at the core of transnational 
legal-institutional arrangements are different creatures entirely. 

Legal scholars who study “code as law” are familiar with different literatures 
about networks and standards, including literatures on how technical standards structure 
the markets organized around them, and they also have raised persistent, serious concerns 
about the relationships between and among automated enforcement, lock-step conformity 
and authoritarian modes of governance. They have tended, however, to situate standards 
processes within market-based governance frameworks and to understand code’s 
mandatory nature as an example of the way that code differs from law; consequently, they 
have not taken network-and-standard-based governance seriously as a new legal-
institutional type. 3  And, for the most part, the two scholarly communities have not 
engaged in much dialogue with one another. 

To posit network-and-standard-based governance institutions as an emergent 
category of legal institutions is, of course, to beg some basic questions about what makes 
an institution distinctively legal. One traditional set of answers has to do with the ways 
that the outcomes produced by such institutions are linked to rulemaking and 
enforcement authority. Many human activities rely on networks and standards, but legal 
ordering bites on such activities differently. Violation of a community standard may 
trigger gossip or ostracism, and departure from a commercial or technical standard may 
consign the violator to irrelevance or spark a productive standards war, but 
noncompliance with a legal standard will incur sanctions backed by the full force of state 
authority.4 Another traditional set of answers is more explicitly normative: what makes 
an institution distinctively legal is its adherence to regular procedural rules and associated 
rule-of-law values. Communities are accountable only to themselves and markets may 
mete out consequences that seem arbitrary. According to a thick conception of what 
makes a legal institution, law’s authoritarian bite is (or should be) mitigated by 
procedural fairness and conformance with principles of public reason.5 

As we are about to see, network-and-standard-based governance institutions 
satisfy each of these definitions in some respects while challenging them in others. For 
some, that means they are not legal institutions at all, but I think that answer is too pat. 
We will see that the shift to a networked and standard-based governance structure 
reshapes modes of lawmaking and enforcement, patterns of contestation over lawmaking 
authority, and structures for participation and accountability in ways that pose important 
challenges both to the realizability of traditional rule-of-law values and to traditional 
conceptions of the institutional forms that those values require. But the rule-of-law 
constructs that legal theorists traditionally have articulated are themselves artefactual in 
precisely the two senses with which this book has been concerned. They are the products 
of earlier contests over the forms of legal authority, and they are outgrowths of the era of 
text-based communication and of accompanying assumptions about the feasible 
mechanisms for formulation, justification, and transmission of claims of authority that are 
now rapidly being outpaced by sociotechnical change.6 If the new network-and-standard-
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based governance institutions are to serve the overarching institutional functions that 
traditionally have informed thicker versions of rule-of-law thinking—functions that, to 
borrow Martin Krygier’s formulation, temper the arbitrary exercise of power—both 
institutions and constructs will need to adapt.7 

 
Global Assemblages for Economic and Technical Coordination 

The processes of world trade regulation, transnational business regulation, and 
internet governance span many different subject areas and involve many different 
participants and interests. The institutions through which those forms of regulation are 
conducted also vary considerably from one another in terms of their rules for membership 
and participation. Even so, juxtaposing the various institutions and processes reveals 
important resemblances. In what follows, I borrow from and expand upon the 
frameworks sketched by Terence Halliday and Greg Shaffer in the domain of legal theory 
and by Heather McKeen-Edwards and Tony Porter in the domain of political economy. 
Network-and-standard-based governance institutions are situated within larger 
assemblages for transnational legal ordering. Their operations reflect complex and 
mutually interpenetrating sets of relationships and practices that involve a heterogeneous 
array of public, private, and public-private actors and associations. 8  Even formally 
multilateral arrangements are increasingly multistakeholderist as a practical matter, and 
standards and expert standard-making activities play increasingly prominent roles in 
constituting the substance of governance arrangements.9 Information-economy flows and 
assets have become focal points for transnational governance activities, and information-
economy disputes about cross-border information flows increasingly have brought 
different networked governance arrangements into contact, and conflict, with one 
another.  
The Emergence and Metamorphosis of World Trade 
 Global institutions for world trade play a central role in the story of informational 
capitalism’s emergence and continuing evolution. The global logics of production and 
extraction that have become characteristic of informational capitalism rely heavily on 
legal frameworks for facilitating cross-border flows of goods, materials, people, and 
information, and those logics have elicited corresponding changes in the structure and 
operation of the world trade system. For most of the twentieth century, the system of 
world trade governance revolved around the framework established under the General 
Agreement on Tariffs and Trade (GATT). Policymaking within that framework was 
dominated for the most part by the United States. In the 1990s, however, the landscape of 
world trade governance began to change rapidly. New multilateral instruments 
dramatically expanded the scope and reach of the existing regime, and competing 
avenues for trade policymaking also began to emerge. Last but not least, giant 
transnational corporations have become powerful players in the world trade landscape. 

In terms of coverage, three features of the emergent constellation of trade-related 
governance arrangements are especially important. First, norms of liberalization do not 
simply relate to manufactured goods nor even to cross-border flows of raw materials and 
intermediate inputs to more complex products. Following the important Uruguay Round 
of negotiations, which concluded in the 1990s and produced both the World Trade 
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Organization (WTO) as a powerful new enforcement body and the General Agreement on 
Trade in Services (GATS), liberalization of cross-border trade in services has emerged as 
a separate, powerful logic driving the articulation and expansion of trade obligations.10 
That logic is intimately bound up with the patterns of resource reconceptualization 
described in Chapter 1. As we saw there, networked information and communication 
technologies have catalyzed the dematerialization and informationalization of labor and 
finance, which in turn facilitate the cross-border provision of many types of information-
based services and accelerate cross-border flows of capital and investment.  

Second and relatedly, imperatives relating to intellectual property protection and 
enforcement have become more pronounced and more pressing. The Uruguay Round also 
produced a new protocol on Trade-Related Aspects of Intellectual Property Rights 
(TRIPS), and the United States and other developed countries have continued to advance 
additional initiatives designed to strengthen protections, deepen enforcement obligations, 
and rationalize ownership of intellectual goods across borders. Political economists 
studying post-TRIPS treaty-making efforts have found that the presence or absence of 
new intellectual property terms has become an important factor prompting business 
interests to support new proposed international agreements.11 For their part, however, 
developing countries have grown increasingly resistant to proposals for stronger 
enforcement and protection emanating from the global North. Such proposals, they argue, 
reflect rent-seeking by already-powerful industries rather than good-faith efforts to help 
developing economies engage in capacity-building; consequently, they are far more 
likely to widen existing wealth disparities than to narrow them. Protection of indigenous 
groups’ interests in biological and cultural resources also has become an important point 
of contention in such negotiations.12 

Third, multilateral arrangements for technical standard-making play increasingly 
prominent roles within the world trade apparatus. The Uruguay Round produced two new 
agreements on technical standardization, one relating to global food safety and another to 
standardization as a strategy for minimizing technical barriers to trade. Adherence to 
relevant international standards is now mandatory unless deviation can be justified—and 
the extent to which domestic protective considerations may justify deviations on matters 
viewed as “technical” first and foremost has become an important point of contention. 
Because the WTO does not develop standards itself, the turn toward technical 
standardization also entails considerable de facto reliance on the outputs of transnational 
standard-setting bodies. For all of these reasons, questions about the politics of standard-
setting and of standards-based governance have become important recent additions to the 
scholarly research agendas of international trade scholars and policymakers.13 

 Although the Uruguay Round was intended to strengthen and extend the existing 
multilateral trade regime, its conclusion also marked the start of a pronounced and 
unanticipated shift in the institutional structure of world trade governance. The process of 
reaching new agreements under the established multilateral framework slowly ground to 
a halt as efforts to negotiate additional trade liberalization requirements encountered a 
variety of obstacles. Those included violent protests against the human costs of 
globalization (in Seattle in 1999), disagreements over access to patent-protected 
medicines in the developing world (in Doha in 2001), and differing views of agricultural 
protection measures adopted by developed countries (in Cancun in 2003).14 Meanwhile, 
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trade negotiators from developed economies began to shift their efforts toward framing 
and securing new bilateral free trade agreements. The thickening network of bilateral 
agreements in turn shaped proposals for new multilateral and regional instruments that 
included both new substantive obligations and mandates for new and powerful dispute 
resolution processes.15 

The United States spearheaded the initial move toward bilateral and multilateral 
agreements negotiated outside the WTO framework, but the so-called Washington 
Consensus on trade liberalization subsequently has begun to fragment, and other 
significant initiatives have emerged. Many interpreted the U.S.-led negotiations over the 
Trans Pacific Partnership (TPP), which did not include China, as an effort to constrain 
emergent Chinese economic power. Partly in response, the Regional Coalition for 
Economic Participation (RCEP) launched an effort to negotiate a new, pan-Asian trade 
protocol in which China has played a significant role. Meanwhile, after the Trump 
Administration withdrew the United States from negotiations over the TPP, the remaining 
nations finalized the agreement but changed some of its provisions to fit their own 
priorities.16 

In parallel with these changes in institutional structure, the landscape of world 
trade governance and world trade activism also has broadened to include a more 
heterogeneous assortment of actors and interests. In particular, transnational corporations 
and cooperative business associations wield increasing de facto power in setting trade 
policy priorities. In part this power flows through traditional channels of influence. 
Powerful economic actors have long enjoyed privileged access to national policymakers 
and have learned to exploit that access to demand stronger and more effective protection 
for their global supply chains.17 But global logics of production and extraction also have 
elicited new networked models of influence that flow outside state-sanctioned channels. 
A giant transnational corporation with operations in many countries can assert interests 
within all of them and can formulate and advance a unified strategy for furthering those 
interests.18 Increasingly importunate assertions of corporate interest also have catalyzed 
experimentation with new forms of dispute resolution, most notably procedures for so-
called investor-state dispute settlement that allow corporations to assert claims directly 
against states whose domestic regulations allegedly violate trade liberalization 
obligations. 19  Last and importantly, as the next section describes, transnational 
corporations and their business associations actively participate in national, international, 
and private standard-setting processes. 

A final cross-cutting strand in the increasingly complex landscape of world trade 
governance involves the emergence of an active transnational community of civil society 
activists seeking to broaden access to and participation in governance processes. 
Exploiting the same networked connectivity that has enabled global concentrations of 
economic power, civil society NGOs have worked to build alliances with one another and 
to coordinate their efforts for maximum effect. Civil society groups have worked to draw 
public attention to failures of transparency and accountability at all stages of the trade 
governance cycle, from domestic discussions about agenda-setting to negotiations over 
new trade instruments to dispute resolution. At each stage, they have advocated for 
greater attention to the broader public interests served (or disserved) by both existing and 
prospective governance arrangements.20  
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Collapsing Hierarchies in Transnational Regulation 
 The transnational economic governance landscape also includes a large and varied 
group of regulatory arrangements, some well established and others more emergent, that 
extend through and around the boundaries of nation-states. Some arrangements originate 
with the United Nations (UN) or its member agencies. Others are cooperative ventures 
among subnational regulators or among other entities that play well-established quasi-
regulatory roles, such as central banks. Others involve subnational regulators in 
collaboration with private industry oversight bodies and trade associations, and still 
others involve coordination directly among nonstate actors. Like world trade governance 
processes, transnational regulatory processes produce complex standards intended to 
structure the behaviors of both corporations and governments. And, as in the case of 
world trade, a pervasive and cross-cutting theme in both the theory and the practice of 
transnational regulation is the increasing power of private “stakeholders” in the domains 
of both standard-making and dispute resolution. 
 Providing a full catalog of transnational regulatory processes is a project well 
beyond the scope of this chapter. For my purposes here, it is useful simply to draw the 
reader’s attention to four broad and general categories of activity that are formally 
distinct but increasingly convergent as a practical matter. 

The first category includes formal, multilateral, bureaucratic processes conducted 
by the UN and agencies within its organizational umbrella or by independent multilateral 
entities. Some of those processes involve negotiating and drafting new treaties. For 
example, since 1990, the UN has shepherded to completion several major environmental 
accords, including the 1992 United Nations Framework Convention on Climate Change, 
the 1997 Kyoto Protocol, and the 2015 Paris Climate Agreement. The World Intellectual 
Property Organization (WIPO) has finalized several new agreements intended to extend 
and harmonize aspects of the intellectual property laws of member states. Other processes 
involve standard-making for areas within the organizational remits of existing agencies or 
agreements. So, for example, the International Labor Organization superintends the 
development of standards for fair labor practices, the United Nations Forum on 
Sustainability Standards coordinates the work of five UN member agencies on standards 
for environmentally responsible manufacturing, and the United Nations Global Compact 
coordinates the UN’s efforts to implement standards for corporate social responsibility 
generally. The International Organization for Standardization (ISO), an independent 
nongovernmental entity in which states are represented by their national standards 
organizations, also engages in standard-making on a variety of business-related matters, 
including corporate social responsibility.21  

Although membership in the UN is state-based, participation in the policymaking 
and regulatory processes unfolding under its aegis reflects the increasingly pervasive 
influence of nonstate actors and especially commercial actors. In 1996, the UN 
liberalized the criteria that civil society organizations and other nongovernmental 
organizations must meet to gain consultative status. As Melissa Durkee has explained, the 
revised criteria have afforded business interests the opportunity to gain entry into those 
processes via NGOs of their own. Commercial NGOs have systematically exploited that 
opportunity, navigating with relative ease the bureaucratic requirements that some civil 
society organizations have found trickier.22 Additionally, many of the standard-making 
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initiatives mentioned in the previous paragraph are formally structured as public-private 
collaborations.23 

A second category of transnational regulatory processes involves specialized, 
freestanding accords between and among subnational regulators and other established 
sectoral institutions. For example, financial regulators and central bankers engage in 
extensive, cooperative cross-border governance of financial market activities, and data 
protection regulators work collaboratively on various policy issues.24 Such arrangements 
comprise a thickening network of “soft law” that structures and coordinates industry 
activities. Here again, public-private collaboration, delegation of oversight authority to 
private economic actors, and standard-making are recurring themes. For example, global 
money center banks have played major roles in the development of risk assessment 
algorithms and capital adequacy standards; private transnational associations spanning 
fields from securities to insurance to accounting perform a wide variety of governance 
functions both on their own and in cooperation with government actors; and technical 
standards play important roles in facilitating transnational financial flows.25 

There is a notable and steadily increasing overlap between processes in the first 
two categories and those in the third, which consists of standard-making that emanates 
from the private sector in the first instance. The universe of private standard-making 
activities is large and diverse. Transnational corporations engage in standard-making to 
facilitate their own operations and those of their supply chains, and industry associations 
coordinate standardization activities in areas that their members perceive as mutually 
beneficial. Service professionals such as accountants, engineers, and information 
technology consultants employ extensive and well-developed standards to guide their 
work, which in turn informs financial, technical, and information systems design 
practices more generally. Compliance with private standards is formally voluntary, but 
standard-making processes produce distinctive sociotechnical configurations—reporting 
formats, performance benchmarks, and so on—that work to channel industry behavior 
into compliant patterns.26 

Also notably, the outputs of both private standard-making processes and public-
private standard-making collaborations have begun to migrate into the domain of world 
trade. As noted in the previous section, the WTO framework includes two agreements 
mandating reliance on relevant international technical standards. In addition new bilateral 
and multilateral trade agreements covering labor, environmental regulation, and corporate 
social responsibility often refer to privately developed standards in those domains.27 As a 
result, standard-making activities constitute a new avenue for private firms and 
associations to shape the formulation of trade obligations, including especially provisions 
intended to delineate the appropriate reach of domestic protective mandates.  

The fourth and final template for transnational business governance involves 
assemblages for private arbitral dispute resolution. This form of transnational regulation 
mirrors the outsourcing experiments discussed in Chapter 5, but with an important 
difference. In domestic litigation, parties to commercial contract disputes generally do 
not opt out of court entirely but instead use contract to develop customized procedural 
rules.28 In the transnational context, such parties rely heavily on arbitration when disputes 
arise. Private power is starkly evident in the operation of these systems, which some 
commentators have likened to the lex mercatoria through which medieval merchants and 
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craftsmen resolved their own disputes. Three different  commercial conventions, one 
sponsored by the UN and the other two freestanding, supply default rules for interpreting 
cross-border agreements and resolving disputes before arbitrators drawn from the 
international business bar. Parties to a transaction may alter the default rules and 
procedures by contract, and the results of dispute resolution generally remain private. The 
conventions and their associated arbitral bodies compete with one another for clientele 
and strive to produce results that client communities will find sensible and congenial.29 
Not all political regimes have proved equally hospitable to that system, but “new legal 
hubs”—exceptional zones sited within such regimes but governed by separate 
institutions—have emerged to fulfill dispute resolution demands.30 

Order without Law? From Rough Consensus to Internet Multistakeholderism 
A final important site of transnational legal-institutional entrepreneurship is the 

internet and its constituent protocols and processes. Among cyberlaw scholars, the 
emergence, formalization, and ongoing evolution of governance arrangements for the 
internet have excited intense interest. Those scholars, however, have relied heavily on 
conceptual frameworks that locate internet governance principally within the realms of 
technical design and private ordering rather than that of law. 31  The literatures on 
transnational governance, meanwhile, have paid relatively little attention to internet 
governance institutions, treating them as instances of purely technical oversight or, in one 
notable example, as manifestations of a modern-day lex mercatoria that information 
technology businesses and trademark owners use to govern themselves.32 As we will see 
in this section, those characterizations are too simple to describe either the origins of 
internet governance or what internet governance has become. Institutional structures for 
global network governance add to our growing catalog of emergent transnational legal-
institutional models, supplying new templates for the configuration and exercise of 
network-and-standard-based governance authority.  

One important constellation of governance arrangements relates to the 
information transfer protocols used to move information from one node on the network to 
another. Most prominently, the Internet Engineering Task Force (IETF), a voluntary 
membership organization of computer technologists, oversees the continuing evolution of 
the TCP/IP protocols, which serve as the internet’s foundational standards for 
information transmission. Notably, the IETF originated in a struggle over technical merit 
and bureaucratic turf but also political philosophy. Most experts viewed the TCP/IP 
protocols as technically superior, but the ISO preferred a different standard that it had 
helped to develop and had a greater expectation of continuing to control. The IETF was 
the brainchild of a group of computer scientists determined that the evolution of 
standards for networked digital communication would follow a different path. Their 
rejection of the ISO’s proposed standard was also a rejection of an institutional process 
that they perceived as slow and bureaucratic and a deliberate embrace of participatory 
direct democracy by those with the necessary technical qualifications to contribute to the 
project of building and maintaining the best possible network.33 In the words of founding 
IETF member David Clark: “We reject: kings, presidents and voting. We believe in: 
rough consensus and running code.” 34  The particular brand of idealism that Clark 
expressed resonated with the meritocratic orientation and libertarian political leanings of 
many of his fellow computer technologists, and it became the IETF’s operating credo.  
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Another important constellation of arrangements relates to the internet’s 
namespaces. To avoid Balkanization of the internet into incompatible networks, the 
tables used to link internet addresses to definite nodes and map human-readable domain 
names to those addresses must be identical. Initially, the internet’s core addressing and 
routing functions were managed by a researcher at the University of Southern California 
pursuant to an agreement with the U.S. Department of Defense. As internet connectivity 
began to spread beyond government and educational institutions, however, it became 
apparent that a more formalized and robust set of governance arrangements was required. 
Once again, those most directly involved in the development and oversight of the relevant 
protocols resisted proposals for formalizing namespace governance that would have 
vested control in established government or multilateral institutions, and once again, the 
reasons were not only technical but more fundamentally political and ideological. After a 
period of intense turmoil, the most visible result of those struggles was a new legal-
institutional formation, the Internet Corporation for Assigned Names and Numbers 
(ICANN), a not-for-profit transnational governance corporation chartered under 
California law but accountable via its constitutive documents to a global community of 
stakeholders. Controversially, the U.S. Department of Commerce retained residual 
authority over namespace governance until 2016. 35 

The disputes that surrounded the formation of ICANN reflected a complex set of 
political and ideological cross-currents. According to some, the internet could not 
become a truly global information infrastructure while still under U.S. oversight because 
such oversight would work to enable, or more minimally preserve space for, the assertion 
of U.S. geopolitical and economic hegemony. According to others, the internet had 
emerged and thrived precisely because of its embeddedness in U.S.-style free expression 
values and norms. According to some, established pathways for transnational 
governance, including especially those under the aegis of the UN, boasted both 
unblemished legitimacy and the capacity to address the full range of relevant policy 
issues, including especially those relating to economic development and inclusiveness. 
According to others, the protocol wars of the 1980s had decisively established that legacy 
entities such as the ISO and the UN were inadequate to the task of stewarding cutting-
edge technological protocols that must evolve in real time. According to some, U.S.-
based operational oversight was too prone to cooptation by capitalist and neoliberal 
economic and political ideologies. According to others, UN-based oversight would be too 
vulnerable to holdup engineered by authoritarian states wishing to assert greater control 
over internet traffic for their own political reasons. The eventual form that ICANN 
assumed is conventionally understood as a compromise resolution of those disputes 
(although, as we are about to see, observers differ on the extent of the compromise).36 For 
its part, although the UN has continued to assert an interest in the institutional 
arrangements for namespace governance, it also has tacitly acknowledged the critiques 
leveled at it, constituting a new Internet Governance Forum as both a venue for ongoing 
high-level policy discussions and a bully pulpit for those attempting to ensure greater 
attention to democratic and distributive values.37  

For U.S. legal scholars and members of the nascent technology policy 
community, both the IETF’s rejection of governance by governments and the disputes 
that surrounded the formation of ICANN resonated with other prominent themes in 
scholarly and contemporary thought. To legal scholars steeped in the traditions of liberal 
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political theory, the IETF was enlightened self-government brought to improbable life. Its 
existence in seeming defiance of the dysfunctions of other ostensibly democratic 
institutions demonstrated that direct, deliberative democracy could function and 
flourish.38 Judged by that standard, ICANN represented a fundamentally unaccountable 
privatization of oversight authority, so those scholars labored to convince ICANN to 
adopt additional mechanisms for public input and participation.39 Other scholars of a 
more libertarian bent were attracted by the rejection of regulatory oversight in favor of 
enlightened, meritocratic self-rule; for these scholars, ICANN’s organization illustrated 
the potentially transformative power of contract and incorporation to supplant state-based 
lawmaking.40  

But as the rejection of governance by governments become more solidly 
entrenched, something strange began to happen: Disputes over process and representation 
began to catalyze the emergence of more formal governance structures and the 
codification of rules and procedural conventions to guide their operation. Several decades 
in, the new governance institutions are both like and unlike more traditional legal 
institutions. Their outputs are paradigmatically not “law” in the sense that they have not 
been codified by legislators and regulators or distilled into precedential nuggets by 
courts, and they are not (directly) accountable to states. Both their outputs and their 
operations, however, have become both more recognizably lawlike and more like those of 
the other institutions this chapter has described.  

As ICANN has matured, it has undergone considerable institutional hybridization, 
developing more regularized pathways for policymaking and participation. Its public 
meetings are attended by a diverse and vocal group of stakeholders, and membership in 
its working groups—where much of its real business is done—is formally open to all 
comers. It has adopted formal consultative procedures for governments and civil society 
organizations and, following the issuance of a report by the Council of Europe 
interrogating ICANN’s compliance with human rights guarantees, has become somewhat 
more attentive to input from the latter.41 ICANN’s evolution, however, also reflects other 
themes that this section has explored. ICANN was chartered as a California public benefit 
corporation not only to “promot[e] the global public interest in the operational stability of 
the Internet” but also to “lessen[] the burdens of government.” 42  As the internet’s 
constitutive liberalization norms have been filtered through the lens of neoliberalized and 
explicitly multistakeholderist institutional design, they have produced institutional 
responses optimized to the needs of ICANN’s most active and well-resourced 
stakeholders. As we will see later in this chapter, ICANN’s most notable characteristic is 
its extreme solicitude for intellectual property interests. ICANN’s rules also encode 
policy decisions about a variety of other issues ranging from registrant privacy to 
freedom of expression, and those decisions tend to reflect the policy preferences of 
powerful corporate and government actors.  

The IETF’s original simple, flat structure also has undergone dramatic change. 
Today, although membership remains voluntary and policy-making consensus-based, the 
IETF comprises two principal divisions made up of over 100 working groups, overseen 
by two steering groups and advised by two different boards. Working groups follow 
elaborate protocols for documenting their activities, communicating with other groups, 
and reporting to the steering groups and advisory boards. There is a process (so far, never 
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used) for administrative appeals.43 Although many members would strenuously resist the 
characterization, the IETF has taken on some characteristics of the sorts of governance 
processes that it initially had rejected, with its system of RFC’s and administrative 
oversight functioning in a way roughly analogous to the system of guidances, advisories, 
and internal oversight adopted by federal administrative agencies.44 Along the way, the 
IETF membership also has needed to learn how to identify, understand, and address a 
broad range of policy questions. In particular, issues relating to tracking and filtering—
and, therefore, to privacy, surveillance, censorship, intellectual property enforcement, and 
freedom of expression—have complicated ostensibly technical discussions and taxed the 
commitment to decision-making based on rough consensus about technical merit alone.45  

Last and importantly, as Laura DeNardis explains, although the IETF and ICANN 
have commanded an outsize share of scholarly attention, the assemblages for global 
network governance within which those entities are situated are more complex.46 Many 
other entities perform standard-making activities relevant to information transfer across 
nodes and connected devices, and those entities are heterogeneous in structure and 
composition. Some are formally multilateral, others are private technical associations, 
and still others more closely resemble private standards bodies. For example, the World 
Wide Web Consortium (W3C), a private membership organization, oversees the 
development of the hypertext protocols that constitute the Web. The W3C has different 
tiers of membership for different types of stakeholders, with large technology 
corporations paying the highest fees and wielding corresponding influence. The 
International Telecommunications Union (ITU), a UN-affiliated entity that oversees 
standards relating to broadcast technologies, supervises standards for internet telephony, 
and the Institute of Electrical and Electronic Engineers, a technical professional 
organization, coordinates the evolution of standards for wireless interconnection. 47 
ICANN’s highly visible processes for policing domain name allocation similarly 
represent only one component of a more complex assemblage for namespace governance. 
The databases that map human-readable domain names, however allocated, to network 
addresses are far more vital to operational continuity. A small group of entities—
including universities, research consortia, government entities, and private 
corporations—maintains those databases pursuant to agreements with the Internet 
Assigned Numbers Authority (IANA), an organization whose operations are now 
administered by an affiliate of ICANN. Those agreements constitute a form of privatized 
governance by a tightly knit community of technical peers.48 Internet governance does 
not occur at any single site but rather emerges via the interlinked outputs of a wide 
variety of sites and processes. 

Colliding Mandates: Global Assemblages and Cross-Border Information Flows 
 Within the emergent landscape of institutions and assemblages for transnational 
legal ordering, governance problems involving cross-border flows of intellectual property 
and data have become flashpoints, in part because of rapid technological change but also 
because such problems tend to implicate multiple governance regimes. In an era when 
many services are provided via digital information and communications networks, cross-
border information flows seem to fall squarely within the province of regimes governing 
trade in services. The new information-economy actors that profit from those services—
including global platform companies and financial services firms but also any firm that 
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engages in offshoring of functions scuh as customer support and human resources—have 
interests in defining and controlling their own global operations in ways that may include 
transfers of data for processing, cloud storage spanning multiple jurisdictions, and cross-
border provision of services to end users. Data flows between networked devices—
ranging from personal communications devices to industrial sensors—are central 
concerns of internet governance processes. Cross-border flows and operations also may 
implicate a variety of other transnational regulatory concerns and instruments, including 
those relating to financial stability, fair labor practices, privacy, intellectual property 
protection, and national security, to name just a few. Unsurprisingly, controversies over 
regulation of cross-border flows are now frequent occurrences and have become powerful 
catalysts of continuing institutional evolution.. 

To begin with, cross-border information flows that relate to trade in services 
introduce a baseline level of institutional complexity that flows from the way the GATS 
protocol was drafted. Although the GATT protocol encompasses all physical goods and 
materials that are not expressly excluded, the GATS protocol was drafted to cover only 
those categories of services that signatory states expressly designate. Disputes before the 
WTO about alleged barriers to trade therefore must begin by considering whether or not 
the challenged practices are covered.49 The United States and other developed countries 
have worked to expand treaty coverage for various types of information services via 
bilateral and multilateral agreements, both by enumerating specific categories and by 
including so-called “free flow” provisions.50 

Consider next the ways that cross-border flows complicate intellectual property 
enforcement. From one perspective, flows of content are information services that are 
covered only if the parties to the dispute have agreed to liberalization; from another, they 
may be substitutes for physical goods whose importation would be subject to the 
nondiscrimination obligations of the GATT; from a third, they require respect for 
territorial distribution arrangements negotiated by rightholders and their domestic 
licensees; from a fourth, they may implicate criminal law enforcement provisions.51 
Contests over how far to extend logics of intellectual property interdiction within trade 
regimes have led to protracted battles. The global entertainment industries have pushed 
repeatedly for stronger interdiction requirements, while platform firms and other 
information businesses wishing to make new kinds of information services available have 
opposed such requirements. (All industries, however, have supported strengthened 
protection for trade secrets.) Trade negotiators and law enforcement officials acting 
within the frameworks established by multilateral cooperative agreements have seemed 
especially unsure how to understand the implications of cloud storage. As we will see 
later in this chapter, contests over interdiction capabilities also have become regular 
features of internet standards processes.52  

Conflicts over global flows of personal data are even more complex. Generally 
speaking, differences in data protection obligations create incentives for organizations to 
collect and process data in jurisdictions with more lenient rules and to transfer data 
collected elsewhere to those jurisdictions for processing. Exploiting a dynamic that Anu 
Bradford has termed the “Brussels Effect,” the European Union has worked to export its 
higher standards for personal data protection to the rest of the world by setting strict 
limits on cross-border transfers of data relating to its citizens.53 The U.S. government, 
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loath to commit to the European model but seeking access to data both on its own behalf 
and on behalf of U.S. companies, has sought compromise arrangements that would 
permit data to flow. A viable compromise has proved elusive, however. In 2015, 
following the Snowden revelations about widespread, systematic communications 
surveillance by the U.S. government, the European Court of Justice invalidated a safe 
harbor agreement covering data transfers to the United States that had required laborious 
negotiations between the U.S. State Department and the European Commission. As of 
this writing, that court is considering a legal challenge to the replacement agreement, 
styled the U.S.-E.U. Privacy Shield and finalized in 2016.54 Meanwhile, bilateral trade 
negotiations between the United States and the European Union over a series of 
agreements intended to expand liberalization requirements for trade in services have 
periodically threatened to upend the compromises negotiated by data protection and law 
enforcement interests. The diplomatic struggles over cross-border data flows also reflect 
the growing influence of U.S.-based information businesses, including especially the 
dominant global platform firms, seeking a regulatory environment more hospitable to 
their interests and activities.55  

Importantly, moreover, although the various U.S.-E.U. negotiations over flows of 
personal data have commanded the lion’s share of scholarly and media attention, they are 
not the only relevant regulatory and institutional developments on the global scene. In the 
years following enactment of the European Union’s 1995 Data Protection Directive, the 
Asia-Pacific Economic Cooperation bloc, which includes the United States, formulated 
its own set of privacy principles. In form, those principles resemble certain aspects of the 
European data protection framework; in substance, however, they are friendlier to the 
cross-border flows upon which the regional economies of the Pacific Rim increasingly 
rely.56 As described earlier in this chapter, those economies have become a significant 
force driving the evolution of new mega-regional trade agreements that include new 
provisions designed to liberalize restrictions on cross-border data flows. Both the post-
U.S. version of the TPP and the RCEP include such provisions.57 

Members of the BRICS (Brazil, Russia, India, China, and South Africa) group of 
countries, meanwhile, have pursued different kinds of authority over cross-border flows 
for their own, varied reasons. In the case of Russia, which aspires to recapture its former 
geopolitical power, the motivations for control appear straightforwardly political. As we 
will see in more detail later in this chapter, Chinese motivations and behavior are more 
complex. The Chinese state has sought both to control information flows for political 
reasons and to further China’s status as a rising global economic powerhouse, and the 
latter goal has entailed more systematic attention to global coordination mechanisms. In 
Brazil, concern about the growing power of giant global information businesses prompted 
the introduction of comprehensive digital economy legislation, the Marco Civil. 
Ultimately, however, an active lobbying campaign by those businesses successfully 
defeated data localization requirements that had been intended to protect Brazilians’ 
rights of privacy vis-à-vis foreign technology companies and their governments.58 The 
Indian relationship to informational capitalism has been even more complicated. Indian 
companies spanning the gamut from giant transnationals to small start-ups are deeply 
involved in the emerging global information processing economy, both as participants in 
outsourcing chains and as developers in their own right. At the same time, however, a 
growing chorus of civil society advocates concerned about vulnerability to data 
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harvesting has made India one of the most active locations for legal struggles over both 
data protection and the conditions of internet access.59 

 
Points of Convergence: Six Problematics of Network-and-Standard-Based 
Governance 

As noted at the start of this chapter, transnational governance processes are 
organized as networks constituted around standards. Recall from Chapter 1 that a network 
is a mode of organization in which hubs and nodes rather than fixed hierarchies structure 
the flows of transactions and interactions. The legal and political implications of that 
mode of organization are vigorously debated. Some commentators have characterized 
structures for networked participation and governance as radically democratizing, while 
others have worried about the massive, fluid, and seemingly ungovernable concentrations 
of power that network organization enables.60 Two important recent books about power 
and global political economy explore the importance of networked organization for 
political economy generally, articulating new theoretical models of networked social, 
political, and communication power.61 The idea of a “flat” world—in which everything is 
connected to and affects everything else—also has captured the imagination of pundits 
and commentators.  

Networked governance arrangements, however, are not simply networks; they are 
also institutions.62 And standards—structured protocols for conforming the activities of 
multiple nodes in a network—play an important and undertheorized role in their structure 
and operation. This section explores the various points of mismatch between the rule-of-
law tradition in legal theory and the operation of the network-and-standard-based legal-
institutional form. It begins by reconsidering two points of conventional wisdom about 
network organization and its relationship to power. 

First, the assertion that network organization is inherently more democratic than 
other forms of organization because it facilitates the expression and circulation of 
dissenting views is open to serious question. It is true that, because network organization 
is nonhierarchical, even an enormously powerful hub cannot prevent information from 
flowing around it through other nodes.63 Additionally, scholars affiliated with the new 
governance movement in transnational legal theory have rightly noted that network-and-
standard-based governance has many potential benefits. It is resilient and flexible, 
offering stability while permitting localized experimentation and innovation, and 
depending on the details of implementation it can be extraordinarily inclusive.64 Yet the 
turn to network-and-standard-based governance also invites certain predictable 
dysfunctions. Within networked governance arrangements, the ability to route around 
interruptions works most reliably to the benefit of the powerful. The same networked 
affordances that enable the dissident to evade the censor also enable economically or 
politically dominant parties—parties that enjoy hub status—to work around inconvenient 
negotiating stalemates and avoid inconvenient regulatory burdens in particular locations 
or within particular regulatory regimes. Put more succinctly, power interprets regulatory 
resistance as damage and routes around it.  

Second, the observation that network organization is nonhierarchical can be 
somewhat misleading. From an internal perspective, network organization around a 
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standard imposes a form of hierarchical ordering that inheres in the standard itself. If 
other networks organized around other standards are available, the nature of any 
particular standard may not matter much. But a standard invested with legal significance 
is not just a standard because participants lack the authority to depart from it. So too with 
a standard such as the basic internet protocol that exacts universal adherence as a 
practical matter. Network organization under conditions of legally or practically 
mandated standardization signals a de facto relocation of legal authority into the standard. 
That authority may be quite exacting as to the forms of compliance, and it also may 
afford new opportunities for the exercise of economic and political power. 

The powerful critiques of transnational governance arrangements that have 
emerged within legal scholarship still have not fully assimilated the hybridity of the 
networked legal-institutional form. Both the ability of power to route around 
inconvenient regulatory resistance and the relocation of authority into the standard strain 
traditional accounts of law, reliably eliciting institutional features that seem very different 
from those that a system of the rule of law would require. The same developments also 
strain conventional understandings of standards and standardization, reliably foreclosing 
the kinds of pathways that facilitate competition, correction, and stabilization in the 
contexts where standards are more usually studied.  

It has become vitally important to understand the ways that the intersecting 
vectors of governance, law, and standardization are transforming one another. This 
section identifies and develops six important directions for inquiry, which relate to the 
nature of standard-making authority; the available pathways for contesting and changing 
the reigning standard; the available pathways for coopting network-and-standard-based 
governance mechanisms to serve authoritarian political and geopolitical interests; the 
mechanisms for political accountability; the vernaculars in which mandatory standards 
are articulated, applied, and contested; and the possibility of nonstate yet functionally 
sovereign power.  
Dominance as Hegemony: The Problem of Unchecked Authority 

One distinctive characteristic of emergent transnational legal-institutional 
arrangements is the way that network-and-standard-based organization reshapes the 
exercise of policymaking authority. Within such arrangements, policy dominance—or the 
ability to shape the content and direction of policy without interference—is both more 
absolute than it typically is within more traditional legal settings and more immediate 
than it typically is in technology standards markets. When instituted against a background 
of vastly unequal geopolitical power, networked organization under conditions of 
mandated standardization has resulted in policy hegemony relatively unchecked by 
political or structural constraints.  

In democratic societies with rule-of-law traditions, legal institutions are 
recognizable as such in part because of their adherence to regular, reasoned processes for 
making, enforcing, and contesting rules.65 This is not to suggest that such processes work 
perfectly or even well. As of this writing, idealistic pronouncements about the redemptive 
power of democratic politics and democratic constitutionalism have become increasingly 
difficult to credit. But certain high-level constraints on institutional behavior—and in 
particular the principles of separation of powers, procedural due process, and public 
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reason—have commanded widespread adherence in democratic societies and have 
limited arbitrary exercises of official power. 

Dominance in technology standards markets confronts different kinds of limits. 
Although networks do exhibit lock-in effects, various forms of competition remain 
possible (we will consider those forms more closely in the next section). Consumers who 
feel that exit is not a reasonable option retain the option of voice; even monopolists can 
and do respond to public shaming.66 And of course, if those conditions fail, antitrust or 
consumer protection authorities may intervene to restore them. Most importantly for the 
point I wish to make here, in paradigmatic, discrete technology standards markets, the 
connection between market dominance and policy dominance tends to be indirect. In the 
era of copper wires and common carriage requirements, telephone carriers could not filter 
out undesirable or unlawful conversations. The standards governing such matters as the 
layout of a typewriter keyboard or the arrangement of prongs on an appliance plug are 
thoroughly agnostic as to their users’ political beliefs and policy commitments.  

Many contemporary disagreements over technology policy arise precisely because 
the emergence of networked information and communications technologies has set 
protocol and policy on converging paths. Generally speaking, dominant hubs within 
digital communications networks possess enormous power to block or structure flows of 
activity. Technology critics often posit that the operator of a dominant operating system, 
social network, or search platform might use (or is already using) its power over 
interconnection standards to shape the substance of what is communicated, while 
technology evangelists tend to downplay that possibility. The frequent and widely 
publicized disagreements between members of the two camps conceal some important 
common ground: If a private commercial entity (or indeed any entity) did have the power 
to leverage its control of an interconnection standard into policy-setting power over 
unrelated matters, that would be undesirable. 

Network-and-standard-based legal-institutional arrangements connect protocol 
and policy directly to one another and eliminate separation between them. Within such 
arrangements, the point of mandated standardization is exactly to specify the kinds of 
flows that must, may, and may not travel via the network. The policy is the standard and 
vice versa. Power over one translates directly into power over the other. Under 
background conditions of vastly unequal geopolitical power, that equivalence sets up the 
two interlocking dynamics that produce policy hegemony. On one hand, a dominant 
network enjoys network power—which David Grewal defines as the self-reinforcing 
power of a dominant network and Manuel Castells explains as a power that is “exercised 
not by exclusion from the networks, but by the imposition of the rules of inclusion”—
simply by virtue of its dominance.67 On the other, if a particular hub within a dominant 
network exercises disproportionate control over the content of the standard, then 
networked organization will amplify that hub’s authority to set policy and legally 
mandated standardization will amplify it still further. When network-and-standard-based 
legal-institutional arrangements are instituted under background conditions of vastly 
unequal geopolitical power, network power translates into policy hegemony. And policy 
hegemony is power that may be exercised without regard for the basic, high-level rule-of-
law constraints that obtain in more traditional institutional settings. 
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Developments in the domains of world trade governance and transnational 
business regulation over the second half of the twentieth century mapped 
straightforwardly to this theoretical model (we will consider some more recent anomalies 
in the next section). The magisterial study of emergent global business law completed in 
2000 by John Braithwaite and Peter Drahos traced the emergence and consolidation of 
U.S. policy hegemony across a wide and varied set of domains. A decade later, Grewal’s 
explication of the concept of network power in the context of the world trade system 
again spotlighted that hegemony and linked it to control of the standards mandating trade 
liberalization.68 

The case of internet governance is more complicated. To ordinary observers, 
internet governance processes might appear to be chiefly concerned with technical 
matters—with protocol first and foremost and policy only secondarily. And for U.S. 
observers, internet governance processes additionally might appear to have avoided the 
problem of U.S. policy hegemony precisely because of their sui generis, multistakeholder 
design. But neither perception is entirely accurate. Technical governance functions and 
policy choices are inextricably intertwined, and the choices made by internet governance 
bodies are invariably infused with ideological precommitments, including both those of 
their memberships and those embedded in their institutional design.69 Although IETF 
membership is formally individual, U.S.-based technology companies are heavily 
represented in the IETF’s working groups, and the W3C’s corporate membership tier is 
dominated by U.S.-based technology companies. The choice to constitute ICANN as a 
California corporation tethers it to a peculiarly American set of operational conventions, 
and ICANN’s multistakeholder design reflects a long-standing and largely bipartisan U.S. 
preference for a strong private-sector role in internet governance—that is, for 
corporatized multistakeholderism over state-based multilateralism.70 And the responses 
of all three institutions to the policy problems that have repeatedly bedeviled them—from 
privacy and surveillance to content regulation and censorship to intellectual property 
enforcement to network security—have tended to reflect the particular norms of flow 
enshrined in U.S. information law and policy. In short, although internet governance 
processes were designed to avoid state-based control, network power and resultant policy 
hegemony are difficult to outrun. 

Legal Standards Wars: The Problem of Regulatory Arbitrage 
A second striking characteristic of emerging global networked legal-institutional 

arrangements relates to the mechanisms available for changing a governing standard. 
Networked organization under legally or practically mandated standardization is 
simultaneously sclerotic and unstable at the margins. On the one hand, mandated 
standardization intensifies lock-in to the current standard by foreclosing many of the 
pathways for change that ordinarily would exist. On the other, it incentivizes efforts at 
regulatory disintermediation by those favoring a different or modified standard, and those 
efforts may gain purchase to the extent that the network remains open to new patterns of 
interconnection.  

It is useful to begin by considering the mechanisms through which standards can 
change over time in market settings. Carl Shapiro and Hal Varian distinguish between 
evolution and revolution, with the former consisting of gradual change while maintaining 
backward compatibility with the original standard and the latter involving a sharp, 



Chapter 7, Between Truth and Power, © 2019, Julie E. Cohen 
 

 

	 18	

disjunctive break between new and old standards.71 Such changes may be implemented 
cooperatively, or two (or more) parties may seek conflicting changes, as in the case of the 
Blu-ray and HD DVD standards for digital video storage and playback, which maintained 
backward compatibility with the regular DVD format but were incompatible with one 
another. If the parties cannot agree on which course is best, a standards war may ensue. 
As Shapiro and Varian explain, the decision whether to precipitate a standards war is an 
economic and strategic one. Even a disjunctive break without backward compatibility 
may succeed if it can be justified to the proponent’s installed base of customers. 

In struggles to shape the future of a legally mandated standard, the mandatory 
structure of networked legal-institutional arrangements narrows the universe of possible 
outcomes. Gradual evolution is most feasible when it moves in directions that are 
compatible with the dominant standard’s underlying policy commitments. In theory, 
gradual retrenchment from the hegemonic norm is also possible; in practice, however, 
one cannot fall below the threshold level of compliance that the standard requires absent 
cooperative agreement to extend forgiveness. Consider ICANN’s 2007 decision to 
expand the number of top-level internet domains. In theory, that decision provided an 
opportunity to broaden the base of second-level domain ownership; in reality, the new 
top-level domains were rapidly subjected to rules for allocating second-level domains 
that incorporated existing, pro-trademark logics.72 In the domain of world trade, some 
commentators have thought that the trade negotiations commenced by the Asian nations 
under the auspices of the RCEP might offer an opportunity to chart a gradual path away 
from U.S.-dominated intellectual property norms toward new norms better calibrated to 
stimulate economic development across the region. As Anupam Chander and Madhavi 
Sunder show, however, certain provisions of the underlying WTO framework militate 
against such a departure; for example, under the “most favored nation” rule, Asian 
nations seeking to grant one another preferable treatment would also need to grant such 
treatment to the United States and the member states of the European Union.73  

Revolution against a background of mandated standardization is more difficult 
still. Absent cooperative agreement to depart from the dominant standard, revolutionary 
change—or, in the language of technologists, forking the standard—requires not only 
confidence in one’s installed base but also willingness to court diplomatic or even 
geopolitical instability. In the domain of world trade, disjunctive changes without 
backward compatibility risk starting trade wars; in the various domains of transnational 
business regulation, departure or threatened departure from agreed conventions can roil 
markets and create diplomatic incidents. Internet governance institutions have powerful 
norms against forking network standards. When such proposals have originated—
generally from states that are geopolitical outsiders—they have commanded little 
sympathy or support and have been unable to generate networked momentum of their 
own.74 A systemic shock can create impetus for a mutually agreed disjunctive break; so, 
for example, as Chapter 6 discussed, the 2008 financial crisis generated momentum to 
tighten standards for measuring bank capital adequacy both in the United States and 
globally. Absent such a shock, however, revolutionary change is unlikely. 

Standards wars can be horizontal or vertical, however, and this means that even 
dominant standards are characterized by their potential amenability to disintermediation 
by a rival standard that sits closer to the relevant activity. So, for example, although 
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Microsoft’s Windows operating system still holds a significant share of the personal 
computing market, it is no longer the most important interface for those wishing to 
market applications to personal computer users. Web browsers provide an alternative 
interface for many applications, as do social networks and mobile operating systems. 
Techniques for object-oriented programming have introduced “write once, run 
everywhere” practices and norms to the world of software development, shifting the 
locus of competition to rival software developer kits and to online app stores curated by a 
variety of old and new technology companies.75 Most recently, the “internet of things” 
and the emergent market for smart products have opened new channels for companies 
seeking to become the intermediary of choice for as many online interactions as 
possible.76 

Networked governance arrangements organized around legally mandated 
standardization are similarly vulnerable to disintermediation by adjacent governance 
arrangements. When developing nations began to balk at additional extensions to the 
WTO regime, which they saw as entrenching the already considerable advantages 
accruing to intellectual property-producing industries based in developed economies, 
U.S. trade negotiators simply routed around the WTO, negotiating new bilateral and 
multilateral agreements incorporating the stronger provisions they wanted to see 
enshrined as new network standards.77 Developing nations fought back with a different 
routing strategy, gradually organizing around a proposed “development agenda” for the 
WIPO and lobbying successfully to make it part of WIPO’s official program. The WIPO 
Development Agenda thereby briefly became an entry in the ongoing intellectual 
property standards war.  

In legal standards wars, however, opportunities for regulatory disintermediation 
more reliably benefit already-powerful interests that can move quickly to exploit 
potential regime workarounds. As Laurence Helfer has described, developing nations’ 
effort at “regime shifting” via WIPO enjoyed only temporary success. 78  Developed 
countries returned to WIPO in force and ensured that the only subsequent agreement that 
WIPO has managed to shepherd to completion, the 2013 Marrakesh Treaty on access to 
published works for the visually impaired, contains language constraining developing 
countries’ ability to enact access-promoting exceptions. 79  Meanwhile, the copyright 
industries of the global North have appropriated regime-shifting tactics to their own ends, 
lobbying both ICANN and the W3C to introduce interdiction mandates into both the 
internet domain registration rules and the basic protocols for exchanging information via 
the World Wide Web.80 

As a different example, consider evolving arrangements for governance of cross-
border transfers of personal information. As discussed earlier in this chapter, the 
European Union has worked to institutionalize stronger data protection norms around the 
world but has been stymied by the policy hegemony of the United States and by the rising 
economic influence of Asian nations. Faced with increasingly aggressive demands for 
data protection emanating from the European Union, parties seeking liberalization have 
shifted their emphasis toward inserting strengthened mandates for cross-border flow in 
trade agreements. Privacy NGOs have worked to thwart trade workarounds for data 
protection obligations, but that project has become more difficult as the center of gravity 
has shifted into trade governance, which had not traditionally been a focus of 
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transnational privacy activism, and toward Asia, where civil society organizations 
focused on privacy and data protection had not traditionally maintained a significant 
presence. And here again, ICANN has emerged as an important focus of regime shifting 
efforts; even European data protection authorities have largely acquiesced in the 
organization’s continuing failure to require protection of WHOIS registry data that 
complies with applicable data protection standards. 81  Each of these developments 
destabilizes settled expectations about where authority to regulate data protection and 
cross-border transfers of personal data resides and about what the reigning standard is 
and what it requires. 

A final example involves disintermediation of protective labor regulation. 
Scholars who study global and transnational labor regulation have long recognized that 
domestic protective mandates are vulnerable to reconceptualization as non-tariff barriers 
to trade. 82  Although other transnational regulatory arrangements might function as 
meaningful counterweights to obligations emanating from trade governance 
arrangements, transnational protective labor regulation also is in the process of being 
disintermediated from within. The parallel turns toward private standard-making for 
global supply chains and public-private collaboration in standard-making more generally 
work to shift the center of gravity of such activities, making the development of standards 
for global fair labor practices increasingly a private affair.83 As a result, the push to 
incorporate externally developed labor standards within free trade agreements, noted 
earlier in this chapter, probably is best understood as an attempted colonization of 
protective labor regulation by trade rather than vice versa. 

In theory at least, a system of the rule of law is not supposed to work this way. An 
important principle associated with the ideal of the rule of law is that legal rules should 
be applied consistently, and the ideal of consistency in turn implies a degree of 
constancy. Put simply, legal rules should be relatively stable, and so should procedures 
for changing them.84 In fact, the ideal of legal constancy has been under siege since the 
complex legal ecologies of the late twentieth century began to offer a wider and more 
complex array of possibilities for regulatory arbitrage than those within which the rule-
of-law ideal was first articulated. Domestically as well as transnationally, both regulated 
entities and local sovereigns have learned to identify and exploit gaps and loopholes. 
Even so, however, in domestic settings each strategy confronts built-in limits. At the end 
of the day, there is an institutional actor with the power to exercise jurisdiction over the 
challenged conduct, to superintend a reasoned but finite process of contestation over what 
the law ought to be, and then to say with authority what the law is. Relative to that 
benchmark, the new networked governance arrangements manifest both frustrating path-
dependence and a destabilizing failure of finality. Rule-of-law constructs developed for 
hierarchical legal systems have little to say about criteria for ensuring consistency and 
constancy within network-and-standard-based governance institutions. 
Network Power and Moral Hazard: The Problem of the Authoritarian End Run 

A third distinctive attribute of global network-and-standard-based governance 
arrangements is a particular kind of moral hazard that concerns the relative importance of 
economic and political liberalization. In the era of ascendant neoliberal governmentality, 
as economic liberalization has become the primary driver of innovation in transnational 
legal ordering, the overriding importance ascribed to facilitating flows of cross-border 
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economic activity sets up the conditions for a dynamic that I will call the authoritarian 
end run. In brief, an authoritarian regime wishing to stint its liberalization obligations in 
the interest of maintaining its political control often may do so with impunity because of 
the dominant network’s interest in maintaining and consolidating its economic 
dominance. 

Recall that network power operates by harnessing and disciplining the desire for 
inclusion. That mechanism presents trade-offs for the policy hegemon—the party that 
enjoys dominant hub status—as well as for other network participants. Simply put, there 
are downsides to sanctioning or expelling members for standards violations, and those 
downsides may lead both the policy hegemon and other network participants to overlook 
certain types of infractions—especially those that can plausibly be characterized as 
purely domestic in scope—to preserve flows of goods, services, and information across 
borders and within corporate supply chains. So, for example, developed nations 
historically have been willing to minimize the importance of certain labor practices in 
developing countries, to overlook local restrictions on religious and press freedoms, and 
to excuse certain endemic forms of gender discrimination.85 

Above all else, authoritarian states seek to control unwanted flows of information 
within and across their borders. In the early years of the internet era, maintaining such 
control required assistance from foreign technology providers. So, for example, China 
imposed filtering requirements on Western platform companies such as Google and 
Yahoo! as a condition of operating within its borders. Less visibly, many regimes seeking 
to capture the benefits of networked digital communications while minimizing the 
perceived political costs sought out technology vendors willing to develop and implement 
surveillance and filtering capabilities at the backbone and server levels. Western 
governments anxious to negotiate and expand free trade agreements did nothing to 
discourage such arrangements and ignored arguments that the resulting restrictions 
violated existing trade-in-services agreements and undercut liberalization norms.86 

To the extent that the authoritarian end run entails subverting the dominant 
standard for purposes dictated by conflicting political goals, it is broadly consistent with 
the dynamic of the legal standards war described in the previous section, but it is also 
different. In the short term, it is a shirking strategy available to entities lacking the power 
or the motivation to provoke a standards war. In the longer term, it is a strategy that 
implicates what Castells calls network-making power—the power to constitute a rival 
network by establishing alternative conditions of interconnection.87 The authoritarian end 
run is a strategy for alternative network-making around standards that blend elements of 
economic liberalization with elements of mercantilist central planning and political 
control.  

In the contemporary geopolitical landscape, the principal author of the 
authoritarian end run is China. Chinese trade policy and information technology policy 
have emerged as powerful and mutually reinforcing components of a larger strategy for 
pursuing policy hegemony over standards for global economic, technical, and 
information exchange.  

China is a member of the WTO and an important participant in the mega-regional 
RCEP negotiations, but it also practices an alternative form of network-making directed 
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toward development and control of physical and digital infrastructures. Now known in 
English as the Belt and Road initiative, the Chinese program for physical infrastructure 
development seeks to facilitate flows of labor, goods, and raw materials across continents 
and oceans under conditions that advance Chinese economic interests. Relying on 
bilateral investment treaties and contracts negotiated with host governments and other 
local counterparties, the Chinese state and Chinese firms have financed and built roads, 
railway and shipping lines, and ports and terminals across the Asian continent and 
throughout East Africa and Europe. Belt and Road projects have opened new distribution 
channels for Chinese-manufactured goods and new markets for Chinese labor. In the 
longer term, the Chinese vision for the initiative also envisions it underpinning new, 
China-centered global supply chains.88 Developing economies, most notably India, have 
begun to object that they incur all of the debt for Belt and Road projects and receive very 
little of the economic gain.89 Some developed economies, however, appear to be hedging 
their bets. In another example of the legal standards war dynamic, the China-led Asian 
Infrastructure Investment Bank (AIIB), a principal vehicle for financing Belt and Road 
projects, has positioned itself as an alternative to the Western-led International Monetary 
Fund. Although the United States has declined to join the AIIB, citing concerns about 
China’s refusal to include rule-of-law and human rights benchmarks in its financing 
agreements, powerful economies such as Germany and Canada have chosen differently.90 

Chinese information technology policy also has become a powerful tool for 
alternative network-making. Over the last decade, the Chinese information technology 
sector has grown rapidly and (as of this writing) includes two firms that rank among the 
world’s 20 largest: search and social networking firm Tencent and e-commerce giant 
Alibaba. 91  Whereas the United States fostered the growth of new information 
intermediaries by granting them broad legal immunities, the Chinese strategy for 
developing a domestic information technology sector combined draconian restrictions on 
foreign technology companies with highly enterprising—and, U.S. companies have 
alleged, coercive and underhanded—technology acquisition programs. Meanwhile, the 
Chinese government invested heavily in homegrown alternatives, providing early-stage 
funding, tax subsidies, and other incentives, and it also waived or overlooked limits on 
foreign direct investment to attract other investors.92 As Chinese technology firms moved 
out of the start-up stage and began building market share, they also benefited from the 
relative absence of domestic antitrust and consumer protection oversight, engaging in 
rapid and strategic diversification both horizontally and vertically. In particular, the 
leading Chinese platform firms offer fully integrated mobile payment systems, and large 
numbers of Chinese citizens who previously lacked access to credit cards, bank accounts, 
and other developed world financial conveniences have flocked to their services.93  

As the Chinese information technology sector has matured and turned toward new 
markets, affordances for both economic development and state control of 
communications infrastructure have emerged as central elements in the Chinese state’s 
pursuit of global economic dominance. Tencent, Alibaba, and other Chinese platform 
companies have begun to make inroads in developing markets across Asia, Africa, and 
the Middle East, and Chinese hardware manufactures such as Huawei and Xiaomi sell 
equipment ranging from backbone servers to mobile phones across the developing world. 
In terms of development, capabilities for mobile payment, banking, and credit have 
driven rapid penetration within populations hungry for modernization.94 For client states 
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inclined to control information flows to their own populations, meanwhile, Chinese 
firms’ relative willingness to work with host governments to implement filtering and 
surveillance in their own markets is a selling point—and a powerful rebuttal to those 
Western observers who initially believed that the Chinese insistence on censorship and 
surveillance mandates would prove self-defeating.95  

The combined result of these technology policy initiatives is “a geopolitical 
enclave in which computational architectures and informational actors are coming 
together into what could be deservedly termed the Red Stack”—a networked 
communications infrastructure offering the ability to layer separation and control on top 
of the underlying connectivity afforded by the basic internet protocols. 96  Notably, 
because the Red Stack leverages powerful and preexisting economic and political 
motivations, its expansion does not depend on the success or failure of efforts by other 
BRICS countries, most notably Russia and Brazil, to encourage development of a 
separate BRICS internet, nor is a separate internet necessary as a technical matter.97  

Although one benefit of the Red Stack is the capacity for more effective state 
censorship, the technology companies whose offerings comprise the Red Stack benefit 
handsomely from other types of cross-border information flows and from transnational 
governance arrangements designed to facilitate them. More generally, the authoritarian 
end run differs from the legal standards war in a critical respect that relates to the degree 
to which it entails courting open conflict with the dominant network that it seeks to 
displace. Because the dominant network and its dysfunctions afford important benefits, 
the authoritarian end run seeks to deepen ties, not to make waves.98  

At the same time, the authoritarian end run also involves the use of soft power to 
deepen moral hazard by strengthening intellectual ties. As China has grown wealthier, so 
have its state-funded universities and research institutions. Where previously the 
principal connections between Chinese and Western universities were the Chinese 
students who traveled to Western universities to learn and the Western scholars who 
traveled to China to teach and conduct research, newly wealthy Chinese institutions now 
reach out directly to their Western counterparts, funding programs for research 
cooperation and intellectual exchange. Other outreach programs target journalists in 
developing countries, offering resources that include all-expenses-paid trips and access to 
state-of-the-art media facilities. Like the tech-industry political outreach programs that 
Chapter 3 described, Chinese outreach programs have implicit conditions attached. In 
particular, they discourage attention to matters related to internal control of information 
flows and suppression of dissent for political reasons. Scholars and journalists involved 
with such programs have begun to report that they are changing the discussion about 
China, its political economy, and its global role in meaningful ways.99  

The authoritarian end run has an ambivalent relationship to the rule of law. On 
one hand, both Chinese trade policy and Chinese technology policy emphasize 
centralized control by state institutions. One byproduct of China’s accession to 
membership in the WTO and its movement toward greater economic liberalization has 
been modernization of domestic courts and other formal governance institutions along the 
lines that the WTO’s obligations require. To the extent that concerns about the rule of law 
in the era of networked governance hinge on the disintegration of sovereign authority, 
one might argue that some components of the Chinese strategy are more compatible with 
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traditional, hierarchical governance models. On the other, the rule-of-law construct that 
Chinese global governance initiatives enshrine is thin, emphasizing regularity and 
predictability over transparency and contestability—features that Chinese information 
technology policy, in particular, works to eliminate. And for those reasons, the 
authoritarian end run does not offer new mechanisms for tempering arbitrary power but 
instead creates new obstacles to the project of developing such mechanisms.  

Extreme Multistakeholderism: The Problem of Public Accountability  
A fourth striking characteristic shared by the processes described in this chapter is 

their unusual mechanisms for political accountability. Emergent network-and-standard-
based governance arrangements are strikingly inhospitable to traditional mechanisms for 
instilling accountability within legal institutions, and they also have invited powerful new 
variations on rent-seeking by nonstate actors. The success of those rent-seeking strategies 
in turn has inspired new networked tactics for civil society mobilization, but civil society 
actors seem continually to be outmaneuvered by transnational business interests. Both 
developments mark the emergence of a new model of public participation in governance, 
which I will call extreme multistakeholderism. It is amenable to practice by those entities 
or coalitions that are both sufficiently well-resourced to monitor governance processes 
unfolding concurrently at multiple sites and sufficiently well connected to gain access to 
processes and documents that may be shrouded in secrecy. 

In theory, many of the transnational regulatory processes described in this chapter 
incorporate delegation-based accountability mechanisms. 100  In the United States for 
example, trade policy is the domain of the executive, and the executive in turn is 
accountable to the Senate, which must consent to ratification of new treaties, and to the 
voting public, which may repudiate an administration’s trade policies at the ballot box. 
Interventions in transnational business regulatory processes also emanate from the 
executive branch and its constituent agencies and commissions, many of which are 
headed by political appointees.  

In practice, both trade policy processes and transnational regulatory processes are 
far more accountable to private economic interests than to either of their official 
constituencies. The reasons are partly structural. In general, network-and-standard-based 
transnational governance arrangements have grown up between and around more 
traditional legal institutions in ways that have rendered them both relatively impervious 
to the sorts of checks and balances that those institutions are accustomed to exercising 
and relatively receptive to assertions of economic power. In the United States, for 
example, members of the industries affected by trade agreements sit on trade advisory 
councils that operate outside the purview of open-government laws, and new “fast-track” 
procedures have been devised to move newly ratified agreements through the 
congressional approval process without opening them up to bothersome second-guessing. 
Both arrangements are thought to be justified by the executive’s broad authority to 
conduct diplomatic relations with foreign countries.101  Both in the United States and 
worldwide, trade negotiators routinely withhold information about the texts under 
discussion from citizens and media organizations in their own countries.102  Like the 
domestic regulatory mechanisms studied in Chapter 6, transnational regulatory processes 
are procedurally entrepreneurial and may also incorporate substantial privatization 
components—as was the case, for example, with bank capital regulation before the 2008 
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crash—so traditional mechanisms for political accountability tend not to reach them 
directly.103 The courts, for their part, are inclined to regard both trade policy choices and 
transnational regulatory undertakings as nonjusticiable because they involve matters 
committed to the discretion of political actors.104  

Other reasons for the pervasive influence of private economic interests are 
ideological. Narratives about the virtues of “multistakeholderism” as a modality of 
governance have become a pervasive and cross-cutting theme in scholarly and policy 
discussions about the design of transnational governance arrangements. Both in theory 
and in practice, multistakeholder processes can involve a wide variety of actors. 105 
Multistakeholderist narratives, however, typically express neoliberal ideologies about 
governance as an arena for regulatory entrepreneurship by affected interest groups.  

Internet governance processes that rely on delegation-based accountability work 
differently and somewhat better. The particular form of incorporation chosen for 
ICANN—that of a California public benefit corporation—imposes a set of accountability 
mandates that break down loosely into three types: directors must consider the interests 
of all stakeholder groups rather than just a narrower group of shareholders, the 
corporation must prepare annual reports that create an adequate level of transparency 
about its operations, and directors or shareholders who feel that the corporation has 
deviated from its public-regarding mandate may sue the corporation. 106  As noted 
previously, ICANN attempts to fulfill its multistakeholder mandate principally via 
representation; board nominations are made by an independent committee and are subject 
to regional diversity mandates, anyone may join the working groups that generate policy 
proposals, and there are formal consultative processes for certain important 
constituencies. ICANN also takes its transparency mandate seriously. In addition to 
reporting annually on various dimensions of its performance and operations, it has 
adopted a variety of other measures to keep its constituencies informed, some taken from 
the corporate toolkit (e.g., quarterly performance calls) and others from the transnational 
governance toolkit (e.g., multilingual reporting).107 

In practice, though, the choice of a multistakeholder-based model for public input 
has produced—and was intended to produce—a significant policy tilt toward relatively 
well-resourced interests concerned chiefly with protection of trademarks and other 
intellectual property. The capture of policy decisions relating to allocation of second-
level domain names by trademark interests has been widely remarked. Courts in the 
United States and other countries around the world may set aside particular decisions 
favoring mark owners but lack authority in the context of such proceedings to pass 
judgment on the legitimacy of the dispute resolution processes more generally. 108 
ICANN’s continuing resistance to implementing data protection measures for the rich 
trove of personal information contained in the WHOIS domain registry databases reflects 
the demands of intellectual property interests and national law enforcement authorities—
and those of information businesses engaged in data aggregation and data mining—for 
unimpeded access to that information.109 In theory, the California court system retains 
jurisdiction of lawsuits challenging ICANN’s fulfillment of its public mission, but it is 
difficult to imagine such a suit producing meaningful change in any of ICANN’s policies. 

The other traditional mechanism for political accountability involves direct 
participation. Some internet standards governance arrangements adopt this model, but 
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here too underlying patterns of power and access can operate to impede participatory 
democracy. As noted previously, although membership in the IETF and its constituent 
working groups is exercised on an individual basis, as a practical matter participation is 
heavily corporatized. At the W3C, which recognizes organizational membership, 
corporate influence over policymaking is an acknowledged fact.  

From a theoretical perspective, these developments are unsurprising. Within 
networked governance arrangements, one would expect both assertions of power and 
assertions of counterpower to exhibit returns to scale. 110  The networked governance 
processes described in this chapter bear out that expectation. The lengthy, intricate, and 
globally distributed nature of transnational legal-institutional processes sets an effective 
lower bound on the kinds of entities that can participate effectively. Entities that are both 
vertically integrated and operationally nimble—in general, large transnational 
corporations and their trade associations—have the easiest time surmounting the 
threshold requirements for policy influence. The affordances of networked media and 
communication infrastructures offset geographical limits to some extent but also favor 
those best positioned to make use of them to coordinate interventions across multiple, far-
flung sites.  

Civil society organizations too have learned to play the multistakeholder game 
within network-and-standard-based governance processes. They have formed 
transnational networks that enable them to pool their resources and act cooperatively. We 
have seen that in the context of intellectual property, those alliances proved powerful 
enough to route around unresponsive institutions for trade policymaking and find 
leverage elsewhere—but only temporarily. Similarly, a transnational network of privacy 
organizations has coordinated efforts both to achieve greater transparency about ongoing 
regulatory and diplomatic initiatives and to expose and challenge unfavorable provisions 
under discussion in trade negotiations. 111  Even as civil society organizations have 
discovered regime shifting, however, corporate actors and business NGOs such as the 
International Chamber of Commerce and the International Trademark Owners 
Association have followed suit, mobilizing the comparatively greater resources of their 
memberships to shift policymaking efforts into more congenial arenas. Where processes 
for NGO consultation are more formalized, as in the case of U.N.-sponsored standard-
making initiatives, well-resourced business NGOs have rapidly mastered the diplomatic 
and bureaucratic skills required to make their voices heard loudly.112 

The flip side of procedures guaranteeing both orderly contestation and finality is a 
political culture prepared to honor their requirements and abide by their results. The 
political culture of extreme multistakeholderism is different. The practice of extreme 
multistakeholderism within networked legal-institutional environments is best understood 
via a videogaming metaphor, as a never-ending process of “leveling up.” Within that 
process, the rewards flow to those who can access the most up-to-date information and 
marshal it most effectively on a global playing field. Those who lack comparable 
resources are doomed to play catch-up, pursuing a threshold of influence that remains 
continually out of reach.  
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Technocracy and Its Discontents: The Problem of Publicly Available Law 
A fifth distinctive attribute of emergent arrangements for global business 

governance and global network governance is their highly technocratic character. As we 
saw in Chapters 5 and 6, the regulatory problems of the informational economy have 
begun to elicit complex, highly informationalized responses that are managerialist in 
orientation. The networked legal-institutional form continues both the turn toward 
flexible and often outsourced dispute resolution described in Chapter 5 and the turn 
toward privatized, audit-based oversight explored in Chapter 6.  That is so in large part 
because the standards at the core of transnational legal institutional arrangements are 
managerial ur-texts—dense, complex, and transparent only to those with relevant 
expertise. 

Legal scholars who study transnational regulatory processes have long worried 
that those processes lend themselves to capture by powerful global elites.113 It is helpful 
to understand that tendency as bound up with essential but imperfectly assimilated shifts 
in the technologies and the media of regulation. Network-and-standard-based legal-
institutional arrangements exemplify an approach to mandated standardization that 
scholars who study sociotechnical assemblages for financial regulation have called the 
numericization of governance.114 They are developed via expert proceedings and encoded 
in lengthy, highly technical specifications whose implementation requires ongoing 
supervision by cadres of managerial elites and professional auditors. The resulting 
methodological and technical constraints on participation provide entry points for capture 
motivated by ideology or economic self-interest, but they also can produce subtler 
perspectival and ideological shifts that reflect the deep and unquestioned commitments of 
expert communities of practice. 

The particular expert register in which transnational governance is conducted 
varies from setting to setting. In the internet governance context, the language of 
governance is produced by and for computer scientists and engineers. In world trade 
governance and transnational financial regulation, the language of governance is 
predominantly economic and, particularly in financial governance settings, highly 
quantitative. Environmental and food and drug regulatory processes incorporate technical 
vernaculars from fields such as climate science, marine ecology, and epidemiology. Other 
prevailing vernaculars are more generally managerial. For example, detailed operational 
standards geared to the rhythms of organizational processes and to the benchmarks and 
reporting conventions used by professional auditors are increasingly common features of 
transnational environmental and labor regulation.115 Many of the transnational regulatory 
arrangements surveyed in this chapter also adopt approaches to dispute resolution that are 
decidedly managerial in orientation. Across multiple domains ranging from trade and 
foreign direct investment to international business transactions to domain name 
registration, arbitration superintended by elite members of the relevant private bars is the 
order of the day.116 

In each case, reliance on technical vernaculars produces both some obvious entry 
barriers and some less obvious obstacles to broadly democratic policymaking. Even 
where participation in network governance processes is formally open to all comers, as in 
the case of the IETF’s working groups, the learning curve for those without appropriate 
technical facility is often steep. Civil society organizations in particular have struggled to 
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attain technical parity with their better-resourced counterparts in the business and 
technology communities.117 Expertise is required, as well, to understand the ways in 
which methods and analytical commitments that are ostensibly technical also implicate, 
reflect, reinforce, and sometimes predetermine policy commitments. Disentangling fact 
from value and understanding the social construction of technology are perennial 
problems in science and technology policy, but network organization under legally or 
practically mandated standardization exacerbates them.118 As substantive policy choices 
are folded into standards, they become more and more difficult to disentangle, and certain 
types of especially incommensurable concerns—for example, concerns relating to 
development of capabilities for human flourishing and protection of fundamental rights—
may seem to disappear altogether. The midlevel frameworks for articulating such 
considerations within expert rubrics tend to be underdeveloped at best.119 Both policy and 
methodological disagreements become more difficult for outsiders to frame and deploy. 

A corollary is that, as technocratic oversight of regulatory functions becomes 
more solidly entrenched, the (explicit or implicit) political commitments of the expert 
regulators themselves may become more difficult to identify, contest, and dislodge. So, 
for example, the pathbreaking “end to end” design of technical protocols for the internet 
reflected solid technical judgment about robustness to certain kinds of disruptions and 
also encoded the generally libertarian commitments of the original internet pioneers. As a 
result, although the internet overall is extraordinarily resistant to disruptions of service, it 
has proved extraordinarily hospitable to other kinds of threats that exploit networked 
interconnection.120 As we saw in Chapter 6, discourses of risk management that play 
increasingly important roles in environmental and financial regulation may fail to reckon 
adequately with certain kinds of large systemic threats. Those discourses and their blind 
spots also have featured prominently in the corresponding transnational regulatory 
debates.121 In the domain of world trade, the leading theoretical models generally have 
viewed liberalization as an unqualified good, even though developing countries and their 
advocates charge that the models ignore or undervalue considerations relating to 
equitable distribution of resources and capability-building for future innovation. 
Additionally, ascendant discourses about technical standard-making purport to elevate the 
“scientific” over the political but often operate to submerge political considerations.122 

An important element of the rule-of-law ideal is commitment to publicly 
accessible rules and publicly accessible reasoning about the justifications for particular 
decisions.123  From that perspective, network organization under legally or practically 
mandated standardization creates a paradox: Effective control of highly informationalized 
processes requires governance institutions capable of responding in kind, but the very 
process of optimizing regulatory controls to highly informationalized processes makes 
governance processes more opaque and less accountable to broader global publics. The 
strain that the turn toward technocracy places on ideals of public accessibility and 
contestability is not confined to the institutions that this chapter has studied. The rule-of-
law paradigm has long struggled with questions about how to frame contestation over 
proffered scientific or quasi-scientific expertise, and those struggles have intensified as 
debates about risk and injury have become more pervasively informationalized. The turn 
toward technocracy in transnational governance, however, exacerbates the problem of 
public impenetrability. As transnational network-and-standard-based governance 
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arrangements have proliferated, their expert networks have become increasingly opaque, 
arcane, and self-reinforcing. 

Standards, Hubs, and Platforms: The Problem of Private Sovereignty 
So far, the discussion in this section has presumed that, within networked 

governance arrangements, nonstate entities act as stakeholders but only sovereign states 
function as policy hubs. But that implicit division of roles ignores both the leveling 
effects of network logics and the amenability of standards to disintermediation. 
Commentators have long puzzled over the undeniable fact that, although they are 
nominally stakeholders in transnational networked governance processes, transnational 
corporations speak with increasingly independent voices in their relationships with 
sovereign states and also wield considerable governance authority of their own over 
globally distributed labor and supply chains.124  Because of their central importance for 
global communication and information exchange, the dominant global platform firms 
push both tendencies to new extremes. The growing power of platform firms has 
implications that are both conceptual and practical. It raises the possibility that the 
Westphalian international legal order may be giving way to a hybrid order characterized 
by interlocking spheres of practical sovereignty and that disintermediation strategies 
targeting legally or practically mandated standards may in some circumstances reach 
beyond particular standards to target their associated policy hubs. 

From the traditional international relations perspective, it makes no sense to speak 
of platforms or any other private corporations as sovereigns. Within the Westphalian 
international legal order, a sovereign state is, most minimally, an entity with a defined 
territory and a permanent population, the authority to govern its territory, and the 
capacity to enter into relations with other states.125 Platform firms own premises within 
the territories of nation-states and provide services to citizens of those states. Unlike state 
sovereigns, they lack authority to use physical force to assert the primacy of their laws or 
defend the sanctity of their borders. Yet the growing practical sovereignty of platforms 
over many aspects of their users’ everyday lives blurs the boundaries that those criteria 
impose.  

Dominant platforms are unmatched by other transnational corporations in the 
extent of the authority they wield over the day-to-day experiences and activities of their 
users. Here again, the terminology developed by Castells in his exploration of 
communication power in the networked digital era is useful for explicating the various 
kinds of power that dominant platforms possess. By virtue of their privileged and 
infrastructural access to flows of information, such platforms wield both network 
power—which, as we have seen, inheres in the self-reinforcing power of a dominant 
network and by extension in its standards—and network-making power—or the power to 
constitute the network and perhaps to reconstitute it along different lines by altering the 
conditions of interconnection.126  

The network power and the network-making power of dominant platforms are 
rooted in the very considerations of territory, population, and enforcement authority that 
platforms supposedly lack. Platform territories are not contiguous physical spaces but 
rather are defined using protocols, data flows, and algorithms. Both technically and 
experientially, however, they are clearly demarcated spaces, and, as we saw in Part I, 
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platforms guard their virtual borders vigilantly.127 Put differently, network-making power 
is not just theoretical. Dominant platform firms have used combinations of boilerplate 
and technical protocols to structure the commercially important layers of their operations 
as walled gardens within which the conditions of interconnection are strictly controlled, 
and they have gradually but inexorably reconfigured the networked information 
environment in ways that reinforce their dominance over the conditions of data collection 
and knowledge production. 

As to population, dominant platforms such as Facebook, Google, and Apple have 
user populations that number in the billions, vastly eclipsing the populations of all but the 
largest nation-states.128 To be sure, there are differences between platform usership and 
citizenship: Citizenship is constitutive of juridical identity, whereas platform usership is 
not. Nation-states make citizenship difficult to attain and easy to relinquish, while for 
digital platforms the reverse is true. The logic of platform membership is a network logic 
that relies on lock-in, and it persistently undercuts the strategies of exit and voice through 
which users police more ordinary commercial relationships. The increasingly 
indispensable nature of the services that platforms provide makes exit practically 
infeasible for many users. Voice is also less feasible precisely because the enforcement 
authority of platforms is real and immediate. Platforms govern their domains with a quiet 
tenacity, using protocols and interface design to structure permitted conduct—for 
example, sponsored search results, Facebook “likes” and “tags,” Twitter retweets—and 
imposing internal sanctions ranging from content removal to account suspension or 
cancellation for disfavored conduct.129 

Sovereign authority also must be recognized as such by other sovereigns, and here 
the picture is muddier. As we have seen throughout the book, the sovereignty of 
platforms is emergent and performative. The dominant U.S. platform firms acting in their 
capacity as surveillance intermediaries actively and theatrically resist certain kinds of 
incursions by nation-states on their own governance authority. In court systems around 
the world, they have simultaneously defended against production requests for data stored 
domestically and declined to comply with production requests for data stored overseas. In 
regulatory fora, they have engaged in protracted negotiation with competition regulators, 
transportation and labor regulators, data protection authorities, and tax authorities.130  

Although some of these controversies also implicate users’ rights of privacy, 
expression, and association, platforms more often seem to be principally concerned with 
establishing their own regulatory independence. Platforms also increasingly practice 
diplomacy in the manner of sovereign actors. Facebook’s privacy team travels the world 
meeting with government officials to determine how best to satisfy their concerns while 
continuing to advance Facebook’s own interests, much as a secretary of state and his or 
her staff might do. Such efforts recently bore unprecedented fruit when Denmark 
announced the appointment of a digital ambassador whose portfolio focuses on relations 
with the giant platform companies. That decision in turn may inform discussions now 
underway in various other European settings about the desirability of appointing new 
government “ministers for digital.”131  

The nature of the sovereignty that dominant platforms claim to exercise and the 
extent of the policy disintermediation to which their ambitions extend are also unclear. 
Speaking at a recent network security conference, Microsoft’s president crystallized one 
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version of that ambition, sketching a future in which platform firms function as “a trusted 
and neutral digital Switzerland.” 132  As we saw in Chapter 4, however, networked 
information and communication providers, including the dominant platform firms, have 
pursued more collaborative relationships with governments on both matters of national 
security and law enforcement, and they also have at times forged such relationships on 
matters of technology policy more generally.133 And as discussed above, the dominant 
Chinese platforms have been more amenable to partnering with national governments on 
a wide variety of policy and governance initiatives.  

It is worth noting that, within transnational governance arrangements, the 
emergent authority of platforms is greatest precisely where the links to state sovereignty 
are most tenuous: within the interlinked complex of internet governance processes. As 
already noted, in general the major information technology firms and their employees 
play active roles in network governance processes. Google and Facebook each operate 
substantial privatized internet “backbone” infrastructures—the interconnection facilities 
that link different pieces of the global network together--and Google and Amazon have 
acquired extensive domain name portfolios that map to other elements of their market 
expansion strategies.134 But platform firms also have begun to assert their preferences 
more directly within trade and transnational regulatory settings, most notably with regard 
to arrangements for governing cross-border data flows. They have played a central role in 
crafting the case for stronger trade-related protection of data flows that might counteract 
European-style data protection mandates.135 

In sum, concentrated stakeholder control of the networked communications 
infrastructure can produce and perhaps is beginning to produce an inversion of law- and 
policy-making authority, through which some stakeholders become policy hubs in their 
own right. Theories of international relations that deny the possibility of private 
sovereignty are ill-equipped to respond to that possibility. Reconceptualizing the arena 
for transnational governance in a way that expressly accounts for both network-and-
standard-based governance and the network-making power of dominant platforms has 
become an increasingly important project. 
 

Designing Institutional Forms for Rule of Law 2.0 
Just as contests over accountability for industrial-age harms shaped the forms of 

legal institutions and the content of legal doctrine in an earlier era, so the contests now 
playing out within network-and-standard-based legal-institutional settings will determine 
the structure of the legal system in the emerging, globalized, postindustrial era. The new 
transnational processes follow network laws and standardization dynamics, and that 
organization explains a great deal about their inconsistency with traditional rule-of-law 
formulations. Network power actively routes around inconvenient sources of friction, 
whatever their origin, and network organization around mandated standardization resists 
conventional mechanisms for direct contestation and public accountability.  

Taking networks and standards seriously as organizing principles for law raises 
urgent questions about whether and how network-and-standard-based governance 
institutions might be configured differently—and underscores the high costs of failing to 
pursue such efforts. The disconnects between network-and-standard-based governance 
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and rule-of-law ideals point to the beginning of an important institutional design project 
that emphasizes both the ultimate problem of arbitrary power and the ultimate goal of 
accountability to global networked publics. That project also must contend with both the 
power of the authoritarian end run and the growing practical sovereignty of platforms, 
offering new and more effective strategies to address the challenges those developments 
pose for the realization of rule-of-law aspirations in the networked information era. 
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